Hướng dẫn check mail qua giao thức bảo mật SSL

1) Hướng dẫn check mail bằng Internet Explorer:

Truy cập vào trang web nội bộ của Ngân hàng Nhà nước theo địa chỉ http://www.sbv.gov.vn/
· click vào nút Trao đổi thư
· Hoặc vào trực tiếp đường dẫn https://webmail.sbv.gov.vn/
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There is a problem with this websites security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
© Click here to close this webpage.

© Continue to this website (not recommended)

© More information
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Nhấp chuột vào dòng Continue to this website (not recommended)
Hệ thống sẽ yêu cầu nhập username/password
[image: image2.png]The server webmallsby.gov.vn at | requires  username and
passord

User name: [ v
password
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Sau khi nhập xong username/pasword người dùng sẽ truy cập vào được hòm thư của mình. Tuy nhiên trên trình duyệt hiện lên cảnh báo Certificate Error như bên dưới:
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Để lỗi này không xảy ra trong những lần đăng nhập sau, người dùng làm như sau: Nhấp chuột vào chữ Certificate error --> chọn View certificates
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@ Untrusted Certificate

The security certificate presented by this
website was not issued by a trusted
certificate authority.

This problem might indicate an aftempt to
faal you or interczpt any data you send to
the server,

We recommend that you clase this webpage.

About certificate errors

View certficates
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Màn hình xuất hiện cửa sổ như hình dưới:
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General | Details | Certification Path

This certificate cannot be verified up to a trusted
certification authority.

Issuedto: webmailsby.gov.vn

Issued by: Ngan Hang Nha ot Vit Nam Sercure Root CA

Valid from 27/08/2009 to 27/08/2010

[inscal Carticate.





Chọn sang tab Certification Path 
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· chọn Ngân Hàng Nhà Nước Việt Nam Secure Root CA
· chọn View Certificate
Cửa sổ mới mở ra như bên dưới
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General | etais | Certfication Path

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to; Ngan Hang Nha ot Vit Nam Sercure Root CA

Issued by: Ngan Hang Nha ot Vit Nam Sercure Root CA

Valid from 27/08/2009 to 11/09/2029
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Chọn Install certificate…
[image: image8.png]Welcome to the Certificate Import
Wizard

This wizard helps you copy certficates, certicate trust
lst, and certficate revocation ts fram your diskto
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A certiicate, which s ssued by a certfication authorkty, is
 confirmation of your dentity and contains nformation
Used to protect data o to establsh secure network.
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Chọn Next
 [image: image9.png]Certificate Import Wizard

Certificate Store
Certficate stores are system areas where certficates are kept.

Windows can autamatically select a certficate store, or you can specfy a location for
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Chọn Next
[image: image10.png]Certificate Import Wizard

Completing the Certificate Import
Wizard

You have successfull completed the Certficate Import
wizard,
ou have specied the following settings:

Certficate Store Selected Automaticaly determined by 1
Content Certficate
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Chọn Finish
Xuất hiện cảnh báo như bên dưới

[image: image11.png]. Vou are abaut ta nstall a certficate from a cetfication authorty (CA) claiming to represent;
Ngan Hang Kha Nuoc Viet Nem Sercure Root CA

Windows cannot validate tha the certficateis actually from "Ngan Hang Nha Nuoc Viet Nam Sercure Root CA', You shoud confirm s origin by
cantacting "Ngan Hang Nha N Viet Nam Sercure Raak CA'. The folowing number wil assist you n this process:

Thumbprint (shat): 466F8657 370DE073 1AFAEALD SDZDF762 BOF40F77
Warring;

I you nstal his root certficate, Windows wil automaticaly trust any certficate issued by this CA. Instaling a certficate with an uncorfirmed
thumbprint is a security risk. T you click "es" you ackniowledgs ths ik,

0 you want to instal s certicate?





Chọn Yes
[image: image12.png]Certificate Import Wizard

\ll) The import was successful.





Chọn OK để kết thúc
Những lần đăng nhập sau sẽ có giao diện bên dưới với khóa bảo mật ngay trên đường link.
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2) Hướng dẫn chêck mail bằng trình duyệt Firefox 3:

Truy cập vào địa chỉ website NHNN http://www.sbv.gov.vn/ hoặc theo đường dẫn trực tiếp https://webmail.sbv.gov.vn :
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This Connection is Untrusted

ou have asked Fiefox to conect securely to webmail.sb.gov.vn, but we carit confirm that your
cannection s secure.

Normally, when you try to connect securely, stes wil present trusted identication ta prove that you
are going o the right place. However, ths site's dentity canit be verfed.

What Shouild I Do?

I you ususly connect tothis st withou problems, this error could mean that someone is trying to
impersanate the sit2, and you should':continue.

(Get me autof herel )

* Technical Details

* IUnderstand the Risks

Done 81 One active dowrioad (4 minuks remaning)





Chọn dòng I Understand the Risks
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This Connection is Untrusted

ou have asked Fiefox to conect securely to webmail.sb.gov.vn, but we carit confirm that your
cannection s secure.

Normally, when you try to connect securely, stes wil present trusted identication ta prove that you
are going o the right place. However, ths site's dentity canit be verfed.

What Shouild I Do?

I you ususly connect tothis st withou problems, this error could mean that someone is trying to
impersanate the sit2, and you should':continue.

(Get me autof herel )

Technical Details

I Understand the Risks

I you understand what's going on, yau can tel Firefox to start trustng this site's dentfication, Even
if you trust the site, this error could mean that someane is tampering with your

connection.

Dorit dd an exception urless you know there's a good reason why this ste dossit uss trusted
idertfication.

(st cepn..)

) One active dowrload (5 minutes remaining)
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] permanently store tis exception
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Chọn Get Certificate rồi chọn Add Exception…. 
Chọn Permanently store this exception rồi chọn Confirm Security Exception 

Cửa sổ nhập username và password xuất hiện:
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Nhập username và password để vào mail. Cửa sổ check mail có khóa bảo mật bên dưới cùng góc phải.
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