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1.Tong quan

1. Muc dich

Tai liéu nay hudng dan cac td chic, ca nhan thuc hién Gia han chung
thu s va st dung phan mém Entrust Entellgence Security Provider (ESP) dé
Update Chtmng thu sé vao thiét bi luu trir (iKey 1032, iKey 2032, eToken
Pro...).

2. Pham vi ap dung
a.Poi tuong

Cac to chire, ca nhan dugc To chtc cung cap dich vu ching thuc chit ky
s6 NHNN (CA-NHNN) cip ching thu s6, sau ddy goi 1a nguoi sir dung.
b. Piéu kién sir dung

Nguoi sa dung c6 két ndi mang NHNN qua NHNN chi nhanh
tinh/thanh phé hozc qua Cuc Cong nghé tin hoc.

3. CAc tir viét tit

Trong tai lidu nay, nhiing tir duéi day duoc hiéu nhu sau:
- NHNN: Ngan hang Nha nudc Viét Nam

- TCTD: T6 chirc tin dung

- CTS: Chiing thu s6

- ESP: Entellgence Security Provider

- CNTH: Cong nghé tin hoc

I1. Cai dat Entrust Entelligence Security Provider 9.1
1.Tai phan mém EPS

Phan mém Entrust Entelligence Security Provider 9.1 dung dé kich
hoat CTS cta nguoi st dung vao thiét bi luu trit iKey. Phan mém nay c6 tai
dia chi http://www.sbv.gov.vn chuyén muc: Hé théng ché# ky sé va chirng
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thuc s6/Phan mém kich hoat chitng thw sé Entrust Entelligence Security
Provider.

2. Cai dit phan mém EPS
Bwoc 1:

- M¢ thu muc chta bd cadi phan mém Entrust Entelligence Security
Provider.

rame Size Tvpe Crake Modified
E’J ancillaryLicenses, kxt 13KB  Text Document 4130/2009 5:14 AM
@eecustwiz.exe 1,503 KB Application 12712010 5:07 PM
ﬁleespwinSE.msi 3,640 KE  Windows Installer P...  2/12/2010 3:28 AM
eespindz, msk SKE MS3T File 212212013 10:44 AM
__'}enl:rust.ini S KB Configuration Settings  2/21/2013 2144 PM
__}entrustra.ini 1kE Configuration Settings  2/21/2013 2144 PM
IE] license. kxk Z2 KB Text Document 11/116/2009 11:34 AM
62 KE  Application 2/12/2010 5:25 AM
__'}setup.ini 1KE Configuration Settings  2/21/2013 3:41 PM

Nhap chuét vao file Setup.exe, hop thoai chao mirng hién thi, nhap chudt vao

Next d¢ bat dau cai dat
i& Entrust Entelligence Security Provider 9.1 for Windows |:||:,®

Welcome to the Entrust
Entelligence Security Provider 9.1
for Windows Setup Wizard

The Setup Wizard will install Entrust Entelligence Security
Prowider 9,1 For Windows on wour computer, Click Mext to
continue ar Cancel bo exit the Setup Wizard.

Back l Mext ] [ Cancel
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Bwoc 2:

Tich vao 6 | accept the terms in the license agreement va nhap chuét vao
Next

i& Entrust Entellipence Security Provider, 9.1 for Windows E_||E|E|

End-User License Agreement
Please read the Following license agreement carefully

ATTENTION: THIS IS A LICENSE, NOT A SALE. THIS SOFTWARE
IS5 PROVIDED UNDER THE FOLLOWING LICENSE THAT DEFINES
WHAT YOU MAY DO WITH THE SOFTWARE AND CONTAINS
LIMITATIONS ON REPRESENTATIONS, WARRANTIES,

CONDITIONS, REMEDIES, AND LIABILITIES. IF YOU OBTAINED

THIS SOFTWARE IN THE UNITED STATES, “ENTRUST” SHALL

MEAN ENTRUST, INC. IF YOU OBTAINED THIS SOFTWARE

OUTSIDE OF THE UNITED STATES, “ENTRUST” SHALL MEAN
ENTRUST LIMITED. “AFFILIATES™ OF ENTRUST SHALL MEAN

ALL CORPORATIONS CONTROLLED DIRECTLY OR INDIRECTLY  +

[#]1 accept the terms in the License Agreement

Prink ] [ Back ] Mexk Cancel

Bwoc 3:

Chon loai cai dit, chon Typical roi nhan Next.
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i Entrust Entellipence Security Provider 9.1 for Windows |Z||E|E|

Choose Setup Type
Choose the setup type that best suits vour needs

Typical

Installs the most common program Features, Recommended For mosk users,

Allows users to choose which program Features will be installed and where
they will be installed. Recommended for advanced users.

Complete

All program Features will be installed, Requires the most disk space.

Bworc 4:

Sén sang cai dat, nhap chudt vao Next bat dau cai dat chuwong trinh

i& Entrust Entelligence Security Provider, 9.1 for Windows Z||E|[g|

Install Entrust Entelligence Security Provider 9.1 for Windows Q

Click Install ko beqin the installation, Click Back to review or change any of waour
installation settings. Click Cancel bo exit the wizard,

P ——

Back. Install Cancel
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Buwoc b:

Cho vai phut dé hé thong cai dat

i Entrust Entelligence Security Provider 9.1 for Windows |Z||: |E|

Installing Entrust Entelligence Security Provider 9.1 for Windows

Please wait while the Setup wizard installs Entrust Enteligence Security Provider 9.1 For
Windows,

Buérc 6:
Nhap chuét vao Finish dé két thuc qua trinh cai dat.

i Entrust Entelligence Security Provider 9.1 for Windows |:||: |El

Completed the Entrust Entelligence
Security Provider 9.1 for Windows
Setup Wizard

Click the Finish button bo exit the Setup Wizard.

Back. Cancel
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Sau khi cai dat thanh cdng sé& cé biéu tuong o System Tray.
I11. Gia han CTS va Update CTS vé thiét bi lwu trit

Pé Gia han va Update CTS nguoi sir dung phai thwc hién tuan tu
theo ding cac buwdc sau:

1. Céac bwérc thuc hién treoc khi Update CTS

Bugc 1:
a. Kiém tra thoi han sir dung caa CTS

- M& iKey Token Utility bing cach click dup vao biéu tuong B,
- Chon tab User Tools, nhan nit Manage.

iKey Token Utility - [0987-005A-0000-0797]
Token Settings Help

General Infnrmatiun] Admin Tools| User Taolz

[dzer PIM

Your User PIM iz a zecret code that prevents the iK.ey from being
uzed by anyane bt paurself.

Change |Jzer PIM

Certificates

Certificates are typically used for authentication, and zigning and
enciypting e-mail.

b anage Import Auto Regiztration

PFl Storage

YWhen you uze the certificates stored on your iK.ey far authentication
ar e-mail signing, you are asked to enter the certficate pazsword.

Change Password

- Thong tin CTS s¢ hién ra:
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Certificates on the iKey PE|
lzsued To | lzzued By ] E =piration D ate ] Regiztered | Logon |
"»-"u [luang Quan Ky Ca Clasz 1 2242Mma ess <M abs
"»-"u [luang Quan Ky Ca Clasz 1 2242Mma resr <M ad
< >
Register/Unregister Certificate with the 05 Remove Certificate from ey Windows Logon

[

Cerificate Intended Purpozes

Close
- Tai Tab Expiration Date cho biét thoi gian hét hiéu luc cua CTS (nhu hinh
trén CTS c6 thoi han hét hiéu luc 1a 22/03/2018).
b. Lam tha tuc gia han CTS
- Trudc khi CTS hét han it nhat 30 ngay, ngudi sir dung phai 1am thu tuc gia
han CTS ( Mau sd 02- Gidy dé nghi gia han chung thu s6 tai Thong tu

12/2011/TT-NHNN ngay 17/05/2011) va gii vé Phong CA- Cuc CNTH-
NHNN.

Buwoc 2:

a. Cai diat phan mém Entrust Entelligence Security Provider 9.1
b. Cai dit phan mém quan ly iKey

Budc 3:
Xb6a cac CTS cii luu trén may cua nguoi su dung:

Chon Start/ run, gd certmgr.msc trong hop thoai Open:
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Run @

= Type the name of a pragramm, falder, document, ar
= Internet resource, and Windows will open it For wou,

H Cancel H Browse, .. ]

Man hinh Certificates hién ra:

B2 Certificates ._ E|[z|
File Action “iew Help

« - @=m BER @0

@ Certificates - Current User Object Type

== |Persanal [[Acertificate Revacation List
(L3 Trusted Root Certification Authc (CCertificates

[:l Enterprise Trusk

(2 Intermediate Certification Authc
D Active Directory User Object
(23 Trusted Publishers

(23 Untrusted Certificates

(L Third-Party Foot Certification At
(23 Trusted People

([ other People

(2 Entrust Cache

(2 Certificate Enrollment Requests

3 | =

[
| »

Personal skore conkains 4 certificates.

Tai man hinh Certificates, chon muc Certificates — Current User ->
Personal -> Certificates. Thong tin cac CTS cii duoc Iuu tai day.

Huwéng dan Gia hgn/Update ching thu sé 10
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‘iti Console1

File Action View Favorites ‘Window Help

¢ BE LB XFR @B

‘ifi Console Root\Certificates - Current User\Personal\Certificates

C:l Console Root Issued To _/ Issued By Expiration Date Intended Purpc
= Certificates - Current User ‘@CA Class 1 SBY Roat Autharity 4182018 <all>
=3 Persona! : : ElLe Minh Hao CA Class 1 3/25/2013
[; Cert!f!cate Revocation | [Esev Root Authority SBY Root Authority 4/18j2018
3 Certificates B8 ViiOLang Ouan Ch Class 1 3f28/201 I

(] Trusted Root Certification ¢
- Enterprise Trust

(] Intermediate Certification £
(L] Active Directory User Objec
& (L] Trusted Publishers

& (L] Untrusted Certificates

& (L] Third-Party Root Certificati
& (L] Trusted People

(L] Other People

& (] Certificate Enrollment Requ

Chon cac CTS cii hét hiéu luc (so sanh thoi gian twong tng cua dong
CTS tai cot Expiration Date véi thoi gian hién tai), nhap chudt phai vao dong
CTS cii 6 va nhan Delete (Vi du ¢ day 1a dong CTS khoanh d6 nhu hinh
duai).
‘it Console1

File Action View Favorites ‘Window Help

&~ BME 4B XFR @

‘it Console Root\Certificates - Current User\Personal\Certificates

(2 Console Root Issued To / Issued By Expiration Date Intended Purpc
= @ Certificates - Current User SEY Rook Autharity 4/18/2018 <Al
=-(3 Personal " CA Class 1 3j25/2013 | <Al

(L] Certificate Revocation |

= 4/18/2018
‘N Certificates sl

<All=

SBY Root Authority

&[] Trusted Root Certification 4

& (L] Enterprise Trust "
& (] Intermediate Certification £ Chl'rng thar so
& (L] Active Directory User Objec dih ét hiéu ll_l‘(‘. "
& (] Trusted Publishers *

& (L1 Untrusted Certificates

- (] Third-Party Root Certificati

& (] Trusted People

& (L] Other People

& (] Certificate Enrollment Requ!
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>
iti Console1

File Action View Favorites Window Help

¢~ A@E $ B XETR 25

| “# Console Root\Certificates - Current User\Personal\Certificates

il (] Console Root
= @ Certificates - Current User
=[] Personal

Issued By Expiration Date Intended Purpc
SBY Root Authority 4/18j2018 <All>

CA Class 1 3/25/2013 <4l

g E::E:E:E;Remat'°“' sy Root AutaBlit  OPEM | Sy Roat Authority 4/18/2018 <Al
(2] Trusted Root Certification ¢ @UuQuang Quan AllTasks > | CAClass1 3f28j2018 <All>
#- (] Enterprise Trust i i
(] Intermediate Certification & P
i+ D Active Directory User Obijec
(] Trusted Publishers s [ge
([ Untrusted Certificates Proper
& (L] Third-Party Root Certificatii —

(] Trusted People ‘ Help
#- (L] Other People

(] Certificate Enrollment Requ

F

¢

iti Console

File Action Yiew Favorites ‘Window Help

¢ BME LB XER 2B

‘iti Console Root\Certificates - Current User\Personal\Certificates Q@@

(1 Console Root Issued To  / Issued By Expiration Date Intended Purpc
= E Certificates - Current User | ITEYp Clags 1 SBY Raot Autharity 4{18/2018 <All>
-3 Personal || EsBv Raot Authority SBY Root Authority 4/18{2018 <all>
(L) Certificate Revocation | B8 VuOiana Oua SioRIB01E
£ Certificates g IUUang - Quan el g
- (] Trusted Root Certification ¢ \
- (] Enterprise Trust \ .
- (] Intermediate Certification £
& Active Directory User Objed Eia K P
® 8 Trusted Publish?ars : Chli'llg thu so hét lllg‘ll ll_l'C
- (] Untrusted Certificates da bi xda
- (1 Third-Party Root Certificati <
- (] Trusted People
- (7] Other Peaple
- (] Certificate Enrollment Requ

Budrc 4:
4.1.Tao két ndi mang thanh céng téi NHNN:

Lwu y: Chi nhitng nguoi sit dung khong thuoc NHNN méi phai thuc hién
Budc 4.1 nay.

Ngudi sir dung tao két néi mang NHNN bang mét trong cac cach sau:
a. Két ndi VPN- NHNN

Cac TCTD thuc hién trién khai két ndi VPN téi NHNN (st dung cac duong
truyén: Megawan, Metronet...) truy cap vao dija chi http:/sbv.gov.vn chuyén
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muc: Cac hogt déng khac cia NHTW-=Cong nghé théng tin-Truyén
thong =2Hé tre' ky thudt tai phan mém, tai liéu va thuc hién theo hudng dan
két ndi VPN téi NHNN.
b. Két noi Leased line
Cac TCTD c6 két néi Leased line véi NHNN thi thuc hién ngay Budéc 4.2.

Kiém tra két néi mang véi NHNN.

c. Két ndi Dailup (khuyén nghi han ché sir dung)
Céc budc thuc hién két ndi quay sé (dial-up) nhu sau:

rﬂ Cormnunic at

r“ Frograms 3 W2 HuperTerminal
I FlashGet v Y Paint & Network Connections
EC: Documents ) Safelet 4 ¥ Metwork. Setup Wizard
) & Intemet Explarer o
E-’ Settings b . o .
Lr‘ﬂ Teamiiewer 3 F 1;\3 Remote Deskiop Connection
j"j Search 3 ¥ '\-\..:_l Wireless Metwork S etup Wizard

New Connection Wizard
Hetwork Connection Type
YWhat do you want to do?

) Connect to the Intemnet
Connect to the Internet so you can browse the 'Web and read email.

(*)Connect to the network at my workplace

Connect to a buginess netwark [uzing dial-up or ¥PH] 20 vou can wark from home,
a field office, or another location.

) Set up a home or zmall office network
Connect ko an existing hame or small affice nebwork, or zet up a new one.

) Set up an advanced connection

Connect directly to anather computer using your senal, parallel, or infrared port, or
zet up thiz computer =0 that ather computers can connect to it

< Back ” Mewt » l[ Cancel
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MNew Connection Wizard

Hetwork Connection
Howw do vou want to connect to the netwark, at your workplace?

Create the following connection:

(*)iDial-up connection

Connect using a modem and a regular phone line ar an Integrated Services Digital
Metwork, [ISDMN] phone line.

i) Wirtual Private Network connection

Connect ko the netwaork, uzing a wirtual private netwaork [WPMN] connection over the
Internet.

[ < Back ” Mest > l[ Cancel ]

New Connection Yizard

Connection HName

Specify a name for thiz connection to pour workplace. @

Tupe a name far thiz connection in the fallowing bos,

Company Mame
|sav 4

Far example, vou could type the name of vaur workplace ar the name af a server you
will connect to,

< Back ” Mewt = l[ Cancel

Huwéng dan Gia hgn/Update ching thu sé
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New Connection Wizard

Phone Number to Dial
What is the phone number you will use to make this connection?

Type the phone number below.

Phone number:
043 835 8401
You might need to include a "'1" of the area code, or both. If you are not sure

d you need the extra numbers, dial the phone number on your telephone. If you
hear a modem sound, the number dialed is comect.

< Back ]L Next > ]l Cancel

MNew Connection YYizard

Completing the New Connection
Wizard

You have successfully completed the steps needed to

create the following connection:

SBY CA
* Share with all ugers of thiz computer

The connection will be zaved in the Metwark
Connechions falder.

[#]itdd a shortcut to this connection to my desklop

To create the connection and cloze thiz wizard, click Finizh.

< Back ” Finizh ] [ Cancel

Huéng dan Gia han/Update chitng thir so
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"= Network Connections

Edit  “iew Favortes Toole  Advanced Help

-\‘j l.ﬁ p Search [{_L' Folders -.-

Address ‘;j, MHetwark Connections

»~ L Local Area Connection
MNetwork Tasks L 5BV C&

Create a new
connection

Set up a home or small
office network,

& Change Windows
Firewall settings

¥ SBV CA Properties @l

Leneral | Options || Security || Metworking || .ﬁ.dvanced|

Connect using:
|@ bodem - Standard 9600 bpz Modem [COkM1]

Phone number

Area code: Phone nurmber:
043 835 8401 [ atemates
| At e ]
[]Uze dialing rules Dialing Bules

Show icon in notification area when connected

(] ] [ Cancel

Huwéng dan Gia hgn/Update ching thu sé
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Thong tin két noi:
+ S dién thoai: 043 835 8401; 043 8354502

+ User Name/ Password Dailup: Str dung username, password nhu da
thong bao tai Thong bao mat cap chung thu s6 cho ngudi sir dung trude day.
4.2 Kiém tra két néi mang véi NHNN

Thuc hién két néi mang ti NHNN biang mét trong cac cach két néi néu
trén. Sau khi két néi thanh cong thuc hién kiém tra tinh trang mang nhu sau:

VAo ctra s6 CMD thyc hién lénh ping va telnet nhu sau:

ping 192.168.12.18
telnet 192.168.12.18 829
ping 192.168.12.38

telnet 192.168.12.38 389

Néu ping hoic telnet khong thanh céng (nhu hinh dudi) s& khong
Update dugc CTS vé thiét bi iKey.

e | CAWINDOWSsystem 32%cmd . exe

C:~>telnet 192_168.12_18 829
Connecting To 192.168.12_.18.. _.Could not open connection to the host, on port 829
: Connect failed

G
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2.Thuc hién Update CTS

Nguoi st dung sau khi 1am day du tha tuc gia han chtng thu sé va gui
vé Phong CA- Cuc CNTH - NHNN, trong thoi gian 10 ngay ké tir ngay gui ho
so hop 18 ngudi st dung tién hanh:

- Cam thiét bi iKey cta ngudi str dung can thuc hién Update ching thu
s6 vao cong USB trén may tinh (chii v chi cam 01 thiét bi iKey ciia nguoi siv
dung tai thoi diém thuc hién Update trén may tinh) .

Trong khoang thoi gian tir 01 dén 03 phit ké tir khi cam thiét bi iKey
nguoi str dung sé thay xuat hién thong bao nhu sau & thanh Taskbar:

r

j{,} I Entrust Digital ID Update Request I

The certificates in wour Entrust digital ID need to be updated.
Click the icon ko update waour certificates,

#= Entrust Digital ID Update Request

required to enzure certificates remain valid, o that cryptographic operationz can continue to complete

f E W [uang Quan T's certificates require an update by the Certification Authority [CA). Begular updates are
succezsfully,

[ |Ipdate l [ Femind ke Later ] [ Help

Huwéng dan Gia hgn/Update ching thu sé 18
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#= Entrust Digital ID Update Request

W Guang Quan T's certificates require an update by the Certification Authority [Ch). Begular updates are
required to enzure certificates remain valid, o that cryptographic aperations can continue to complete
succesziully.

[ |Ipdate ] [ Remind Me Later ] [ Help

The follawing section provides zpecific information about each of the certificates that require an update.
Select a certificate from the following list and click the Wiew Certificate button to display the certificate
itzelf.

Friendly Mame Reason E spiration Date

“Wu Quang Quan T's Encryption Certificate Forced key update /192013
W Guang Quan T's Yerification Certificate Forced key update 319203

Yiew Certifizate

Click the Delete Digital |0 button when you are absolutely certain that pou will never need to uze this
digital ID' again. Contact pour adminigtrator if pou are unzure about whether ar not you should delete pour
digital 0.

Delete Digital 1D

Nhan nat Update dé thuc hién cap nhat CTS méi vé iKey.

#= Entrust Digital ID Update

f E The required certificate updates are being performed.

Depending on the cantents in waur Entrust digital 1D, an update can take zeveral
minLkes.

(T

Calculating required key pairs...

i) “Your administrator may have configured your update to display dialog boxes
fram ather vendarz. Far example, Microzaft or smart card wendors’ dialog
boxes may appear during the update.

Man hinh théng bao xac thuc truy xuat CTS trong iKey xuat hién:

Huwéng dan Gia hgn/Update ching thu sé 19
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Enter the password.

Pazsword;

Tién hanh nhap mat khau truy xuat ching thu sé luu trong iKey (mat
khau ky duyét) va nhan OK. Qua trinh cap nhat CTS thanh cong:

Entrust Entellipence Security Provider

» | J Wu Quang Quan T's Entrust digital ID has been successfully updated,

Chu y: Bé dam bdo an toan giao dich dién ik, nguwoi sit dung dat mdt
khdu chitng thue sé dii manh theo quy tdc nhuw sau:

+ D¢ dai mdt khau toi thiéu 8 ki tw bao gom cd so, chit thiwong va chiz
hoa.

+ Thay déi mdt khdu 3 thang 1 lan hodgc ngay khi bj 16. Thay déi mdt
khau bang céch vao iKey Token Utility - > Chon tab User Tools -> Nhdn nut
Change Password.

3. Kiém tra thong tin CTS sau khi Update
3.1. Kiém tra CTS
- M& iKey Token Utility bing cach click dap vao biéu tuong B,

- Chon tab User Tools, nhan nit Manage.

Huwéng dan Gia hgn/Update ching thu sé 20
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- iKey Token Utility - [0987-005A-0000-0797]

Token Settings Help

General Infu:urmatiu:un] ddmin Tools | User Toals

Uszer PIM
@“ Your User PIM iz a secret code that prevents the iK.ey from being

uzed by anvone but yourself.
Chanage Uzer FIM

Certificates

Certificates are tpically uzed for authentication, and signing and
encrypting e-mail.

Manage Irnpart Auta Regizstration

Pl Storage

“When you uze the certificates stored on vour iK.ey for authentication
or e-mail signing, you are asked to enter the certificate pazsword.

Change Password

- Théng tin CTS s¢ hién ra:

Certificates on the iKey

| Unreaqizter | Remove

Certificate Intended Purposes

lzzued To | |zsued By ] E=piration [ ate ] Reqistered ] Logon
‘-Iu [luang Quan T Ca Clazs 412/2M3 <Maoz <M idy
"-a"u [uang Quan T Cé4 Clasz 41042018 <resy <Mt
‘-Iu [luang Cuan T Ca Clazs 410/2018 <tesy My
< | >
Reqgister/Unregister Certificate with the 05 Remove Certificate from iK.ey Windows Logon

View Detailz

Cloze

|

— &

Huwéng dan Gia hgn/Update ching thu sé
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(CTS cii hét han ngay 12/04/2013 va duwoc gia han 05 nam tirc €6 hiéu lwc dén

nam 10/04/2018)

- CTS sau khi Update sé c6 03 dong:

> Dong dau tién 1a dong khéa ma hoéa cii (tw dong Unregister). Dé
xem chi tiét thdng tin nhan Detail.

Certificate Details

3

Field | Valug |
Wersion W3

Serial Mumber 4FE3 B0BE

Signature Algorithm shalRSA

|zguer CH=Ch Clagz1. DC=localdomain

W alid From 410/2013

Yalid To 41242013

Subject CH=Yu uang Quan T, OU=Test, Ql=int, DC=loc...
Fublic: K.ey RSA[2048 Bitz)

K.ey zage k.ey Encipherment |

_RL igtnibution Points
Autharity Fey |dentifier
Subject Key |dentifier
T hurnbprint &lgarittm
Thumbprint

KeylD=5EAS 74598 6405 2FES F1ES ECER BFCE ..

8EC EF5F 9C21 18E0 D48E 363C 1838 2512 Ba. .
zhal

adb2 B0SA 11C0 SECT CBEBA 4046 E9AI FESI11...

Khda ma hda co thugc tinh Key Usage la Key Encipherment

Cloze

> Dong tha 2 1a dong khda ky méi vira dugc Update. Dé xem chi tiét

théng tin nhan Detail.

Huwéng dan Gia hgn/Update ching thu sé
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Certificate Details

— |

Field | Walug
Werzion W3
Serial Mumber 4FE3 B0B 3
Signature Algorthm shalRSA
lzzuer CH=Cd Clazs1, DC=localdomain
Wahd From 402073
Walid To 41042018
Subject CH=u Quang Guan T, OU=Test, QU=int, DC=loc...
| Public Eeu BSaA10-4 Bits]
Fep zage Dhigital Signature I
CRC Distnbubion Fonks [TIERC Tigtibufion Point, Distribution Point Mame:., ...
Autharity Key |dentifier FeylD=9EAS 7498 G405 2FE9 F1ES ECEE BFCE ...
Subject Key ldentifier BR45 DESE B44C 3DBE CA7E ESER 0144 AFCT 3.
Thurmbprint Algorithm zhal
Thumbprint CECE 6297 6237 EB21 ABBC 4082 5231 6107 03...

Cloze

Khda ky c6 thugc tinh Key Usage la Digital Signature

> Dong thtr 3 1a dong khda ma hoa méi vira dugc Update. Dé xem chi tiét
théng tin nhan Detail.
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Certificate Details

— [

Field | Value
Wersion W3
Sernial Mumber 4FE3 50B7
Signature Algorithm shalRS54A
|zzuer CH=CA Clazz1. DC=localdomain
W alid From 410/2013
Yalid To 4/10/2018
Subject CH=u Quang Quan T, OU=Test, Ql=int, DC=loc...
Public: Key RSA[2048 Bitz)
| CRL Digtribution Point [TIEREL Digtribution Point, Diztribution Point M ame:., ..
F.ey Uzage k.ey Encipherment
FT0 ] ATy =TT [ T TS Fey0=0£fd 7496 o405 2FEQF1ES ECER BFCE ...
Subject Key [dentifier TRAC DDET 5729 4346 1AEZ2 3873 FZBEB FFFE BC...
T hurnbprint &lgarittm zhal
Thurnbprint FEVC EEES EQFE BEAF B23D 7142 SB4E ODES 8.

Cloze

Khda ma hda co6 thugc tinh Key Usage la Key Encipherment

3.2. X06a thong tin CTS cii trong iKey

Sau khi Update va kiém tra CTS da Update thanh cong. Nguoi sir dung
tién hanh xo6a dong khoa ma héa cii trong iKey nhu sau:

Trudc khi xda dong khoa ma hoéa ci:
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Certificates on the iKey

Feqgizter/Unreagister Certificate with the 05

| Unreqister |

Certifizate Intended Purposes

Remove Certificate from ey

Remove

lzzued Ta | Izsued By | E piration [ ate | Feqgistered | Lagon
]y Quang Quan T Ca Claszs1 4124203 Mo <M At
vy Quang Quan T Ca& Claszsl 410/2018 ey M A
Yu Quang Quan T CA4 Class 441042018 <Yesr <N A
Khoéa ma hoéa ca
< | >

YWindows Logon

Wiew Detailz

Cloze

L

— =

Nhap trai chuot tai dong khéa ma héa cii -> Nhan nt Remove.

Huwéng dan Gia hgn/Update ching thu sé
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Certificates on the iKey

lezued To Expiration Date | Registered | Logon |
Elvuduang Quan T 41242013 <MNox M AAs |
rﬁ]‘u’u Quang Quan T 4410/2018 <Yess S B
‘»-"u Quang Quan T Clazz1 441042018 <Yess <M AA

< | >

Reqister/Unreaqister Certificate with the 05

e Eertifi@- Windows Logon

| [Inregister | Femove

Certificate Intended Purposes

Cloze

Sau khi x6a dong khoa ma hoa cii, trong iKey con lai 2 dong khda mai:
Khda mé hoa méi va Khéa ky mai.
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Certificates on the iKey rz|
lzsued To | lzsued By | E =piration D ate | Registered | Logoh |
Yu Quang Quan T Ca& Claszsl 410/2018 ey <M A
Yu Quang Quan T CA4 Class 441042018 <Yesr <N A
< | >
Feqgizter/Unreagister Certificate with the 05 Remove Certificate from ey YWindows Logon

| Unreqister | Remove

Certifizate Intended Purposes

Wiew Detailz

Cloze

L

IV. Théng tin lién lac hd trg

Phong CA — Cuc Cong nghé tin hoc — Ngdn hang Nha nuéc
Pia chi; 64 Nguyén Chi Thanh — Péng Pa — Ha Ngi

Dién thogi: 04.38354775

Fax: 04.38358135
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