NGAN HANG NHA NUGC CONG HOA XA HOI CHU NGHIA VIET NAM

_ VIETNAM Pic lip — Tu do — Hanh phiic
CUC CONG NGHE TIN HQOC
S&: 603 /CNTHS Ha Noi, ngay £S thang 05 ném 2017

V/v: phong chdng ma doc WannaCry

- .
B 8 A , y . . ,\ ,\ \ \ .
£ ﬁ ;%N " Kinh gui: Cac don vi truc thudc Ngan hang Nha nudc

Hién nay ma déc WannaCry dang lay lan khip céc hé thong mang trén thé gidi.
Pé dam béo an toan cho hé théng cong nghé thong tin (CNTT) cua Ngan hang Nha
nuée, Cuc CNTT dé nghi céc don vi t6 chire thire hién gdp céc cong viée sau:

1. Ra soat, cap nhat ngay ban va 18 héng bao mat MS17-010 cho cdc mdy tinh sk
dung hé diéu hanh Windows. Ddi véi cac may duge thiét 1ap domain Ngan hang nha
nude s€ duge cap nhét ty dong tir may chu Cuc CNTT, Péi véi cac mady tinh chua
thiét 14p domain Ngén hang Nha nuéc hodc may tinh khédc tham khao huéng dan cap

nhat truc tiép tr mang Internet theo hudng dan: https://support.microsoft.com/en-

us’help/3067639/how-to-get-an-update-through-windows-update

2. Kiém tra viéc cép nhat phién ban mai nhat ctia phin mém phong chéng ma
doc hai cai dat trén hé théng may tinh cta don vi.

3. Tat cac dich vu SMB (Server Message Block) trén may chi, may tram (néu
khéng str dung) theo hudng din tai https:/support.microsoft.com/en-

us/help/2696547/h0w—to-enable—and-disable—srhbv1 .~smbv2.-and-smbv3-in-windows-

vista,-windows-server-2008.-windows-7.-windows-server-2008-r2,-windows-8,-and-

windows-server-2012

4. P6i véi cac don vi ¢6 hé théng CNTT riéng khéng do Cuc CNTT quan tri
(CIC, Thoi bao Ngén hang, Hoc vién Ngéan hang,...), dé nghi thuc hién:
- Theo do1, ngédn chan két ndi dén cac may chi diéu khién ma ddéc WannaCry va
cédp nhat vao cac hé théng an ninh mang (Firewall, IDS/IPS,...) cac thong tin
nhan dang tai Phu luc dinh kém.

- Ra s04t viéc phan ving mang LAN va thiét 14p han ché két ndi qua cac cong
cua dich vu SMB 1a: 445, 137, 138, 139.

5. Phé bién cho cén bd céc bién phép phong ngira ma dée

- Khéng tai vé va md cac tép tin khong rd ngudn gbe tir Internet nhu: Céc tép
tin dinh kém gri qua thu dién tir; cac duong dan gii qua cac cong cu nhén tin,

cdc tép tin chia sé trén mang xa hdl.



“

B LT T e,

T,




- Cénh giac trude cac thu dién tir gia mao ngudi than cé dinh kém t¢p tin hodc
duomg dan hra ddo. Tham khao huéng dan phat hién thu gid mao dinh kém
cong van 744/CNTHS ngay 25/7/2013 cia Cuc CNTT.

6. Kip thoi théng bdo ngay cho Cuc CNTT khi phat hién cac sy b, mbi de doa

lién quan dén ma doc WannaCry dé phdi hop xu ly.

Thong tin lién hé: Phong An ninh théng tin - Cuc CNTT; 64 Nguyén Chi Thanh

- Déng Pa - Ha NoOi; Dién thoai: 04.32595983 hodc 0123.8595983; Fax:

04.38358135; Email: antt@sbv.gov.vn; Hodc bd phan hé tro k¥ thuat Cuc CNTT:
dién thoai 04.32595986 hodc 04.37756789-ext: 8888; Email: hotrotinhoc(@sbv.gov.vn

Tran trong./.j,_

Nai nhin:
Nhur trén;
PTE Nguyén Kim Anh (dé bie);
B4 phan Helpdesk (dé phéi hop);
- Luu: CNTH, CNTHS.
Dinl kém:
744/CNTHS,;
- Phu luc.

CUC TRUONG






PHU LUC: THONG TIN VE MA POC WANNACRY

[. Danh sach cic may chu didu khién ma doc (C&C Server)

STT DBia chiIP C&C STT Pia chi IP C&C

1 128.31.0.39 18 213.239.216.222
2 136.243.176.148 19 213.61.66.116
3 146.0.32.144 20 38.229.72.16
4 163.172.153.12 21 50.7.151.47
5 163.172.185.132 22 50.7.161.218
6 163.172.25.118 23 51.255.41.65
7 171.25.193.9 24 62.138.10.60
8 178.254.44.135 25 62.138.7.231
9 178.254.44.135 26 79.172.193.32
10 [178.62.173.203 27 81.30.158.223
11 185.97.32.18 28 82.94.251.227
12 188.138.33.220 29 83.162.202.182
13 188.166.23.127 30 83.169.6.12

14 1192.42.115.102 31 86.59.21.38
15 ]193.23.244.244 32 89.45.235.2]
16 |198.199.64.217 33 94.23.173.93
17 212.47.232.237

II. Danh sach tén tap tin

STT |File name STT  |File Name
1 (@WanaDecryplor@.exe 6 taskse.exe
2 b.wnry 7 t.wnry
3 C.WNI'y 8 u.Wnry
4 sty 9 Sac ﬂli véi phan mé rong
wnry
Céc file voi phan md réng

5 taskdl.exe 10 < WNCRY™

ITI.  Danh sich ma bim (Hash SHA-256)

STT

SHA-256

]

cd0lebibcOebsbbea’d5afdd01bf5f1071661840480439¢c6e5habe8c080c4 1aa




2 c365ddaa345clcaff3d629505572a484¢(15221933d68e4a52130b8bb7badaf?

3 09a46b3¢1be080745a6d8d88d6b5bA351b1¢7586ac0dc94d0c238ee36421cafa
4 0a73291ab5607ael7db23863¢f8e72155bcb3¢273bb47f00edf011515aeb5894
5 428122a9afd2797ede7c0583d34a052¢32693¢bb55[567a60298587b6e675¢6f
5§ 5¢114£69¢45¢f19725d996919ffct79d07bd01624e06cfaSbebacd2211046ed6

7 62d828¢c000e441670ba322644c2351te31af5b88a9812b2ce27¢423def1d1bl

8 72af12d8139a801317e851a600271df208871ed334c12637f49d819ab4b033dd
& 85ce324b8178021ecfcIb811¢c748119b82e61bb0931T6412eab4d5719ef19b186
10 ald9cd61189beft28a0a49b10t8fed5101284711004b3e4283ddc7178594906b
11 193ce7eal3238bd038bcebec635139619db566145498fe6e0cab0ebe76d614bd3
12 b43b234012b8233b3df6adb7c0a3b2bl3cc2354dd6de27e092873b158af2693¢
13 chd7¢d6a937221411bb8daf35900a9897{b234160087089a064066a65{42bcd4
14 24d004a104d4d54034dbeffc2ad4b19al 1139008a575aa614ea04703480b1022¢
15 2¢2d8bc91564050ci073745F1b117f4ffdd6470e87166abdfcd 1 0ecdffl40a2e
16 7a828ald2abf153d840938090d498072b7e507¢7021edcdd8coHbaf727cate545
17 a897345b68191fd3618cefh52e6a77ach2367432abbo4d8b%ac0a9d708406deSh
18 fb0b6044347¢972e21b6¢376¢37¢1115dab494a2¢6b9th28h92ble45b45d0ebe
19 05882e¢f06b7e¢1c8509f32d8eddfal8041a%¢cc15b1¢90d6dad84a3918dcd V67
20 b43b234012b8233b3df6adb7c0a3b2bl3cc2354ddode27¢092873bf58af2693¢
21 41866735¢b670619d51167 M0 4cd3 R cfb0065093f62b10al 517d9abc8d982
22 09a46b3e 1 be0R0745a6dRd8Rd6LSbA351b1¢7586ae0dc94d0c238ee3642 1 cafa







NGAN HANG NHA NUGC CONG HOA XA HQI CHU NGHIA VIET NAM

_ VIET NAM Djc lap - T do - Hanh phiic
CUC CONG NGHE TIN HQC

86: T4lp 1CNTHS

V/v Hudng din
phat hién thu dién tir gid mao

Ha Néi, ngay 28 thang 7 ndm 2013

Kinh giri:
- Cac Vy, Cuyc, Pon vi truc thudc Ngin hang Nha nudc;
- Cac NHNN chi nhéanh tinh, thanh phé.

Theo théng bdo cua Trung tdm Ung clru khan cip may tinh Viét Nam
(VNCERT), gin day xuét hién cac truémg hop phat tan thu dign tit mao danh co
quan nha nude, cd nhan ¢6 uy tin nhdm tung céc thdng tin ¢6 nodi dung sai trai,
mdt sb thur gia mao cdn chirta ma dbc 4 an trong cdc tép tin dinh kém dudi dang pdf,
doc, exe, gdy mét an toan thong tin néu nguoi nhin th vé tinh mé cédc t@p tin
ndy. D¢ phét hién thu dién tir gia mao, Cyc Cdng nghé tin hoc (CNTH) dé nghj
Quy Pon vi phd bién, hudng din cho ngudi sir dung thu dién tir thye hién theo
tai ligu “Hudng din phét hién thu gia mao”. Tai lidu “Hudng din phat hién thu
gia mao” dugc ding tai Website NHNN http://sbv.gov.vn, chuyén myc: Cdc hogt
dong khdc cia NHTW -> Céng nghé thong tin — Truyén thong -> Hé tro kp thugt.

Trong qué trinh thuc hign, néu c6 vudng méc d& nghi Quy Pon vij lién hé
B& phan hd tro k¥ thudt - Cuc CNTH theo sb dién thoai 04.32595986, IP Phone
04.8888 hodc thur dién tr jtdb_service@sbv.gov.vn dé duge huéng din.

Trén trong cdm Un‘{;y

Noi nhin:
- Nhir trén;
- Chi Cuc d& thye hién;
- Céc phong ban dé thye hién;
- Lt CNTHS, CNTH.

“" L& Manh Hing




NGAN HANG NHA NUGC VIET NAM
CUC CONG NGHE TIN HQC

HUONG DAN PHAT HIEN THU PIEN TU GIA MAO

Ha Nji 07/2013
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I. MUC PicH:

Tai lidu nay duge xdy dung nhdm huéng dén can bd chia cac Vu, Cuc, Don vi truc
thudc Ngdn hang Nha nuéce va cac Ngan hang Nha nudc chi nhanh tinh, thanh phé phong
va phat hién thu dién tr gia mao.

II. NOIDUNG HUGNG DAN:

1. PINH DANG CUA MOT THU BIEN TU.

M5t thur dién tir bao gdm 2 thanh phén chinh I

Phiin diu thu (Message Header): bao gdm mét s céc tredng théng tin co ban
sau:

From: Dia chi hom thu ngudi giri.
To: Dia chi hdm thu ngwdt nhin.

Return-Path: dia chi hom thu s& nhén thu tra lai trong trudng hop thu gi khéng
di duge. Truomg nay la dugc may chi thu dién tir tr dong chén vao phén ddu thy,
do dé Ké Tin Tic khong thé sira ddi truong thong tin nay. Mgt thw dién ti chﬁc
chiin b1 gia mao néu trirong Return-Path khac triroéng From,

Reply-To: dia chi hom thu s& nhan thu tra 181 ciia ngwdi nhan trd 187 lai thu cia
nguweri g,

Received: rudng nay gém nhiéu gié tri, m&i gi4 tri trén mot dong cho biét thu dién
tr duge nhin tir may chi ndo gii dén va may chi nao nhan thu dién oy nay. Tha ty
chuyén thir dién tr giira cde may chu dugc ligt ké tir dudi 1én trén. Do d6, gia tri
Recclved trén cang clia Phin déu thu cho biét thong tin may chu thu dién tr nhin
cudi cung va gia tri Received dwéi ciing ciia Phan du thu 1a cho biét théng tin
may chu thu dién t& clia ngudi giri.

Vi du:

Received: from smipl.s.gov.vn (10.1.1.16) by s.goﬁ.vn (10.1.1.15)

with Microsoft SMTP Server (TLS) id 14.1.355.2; Wed, 17 Jul 2013 01:05:14
+0700

chm'g dan phar hzen thu a"zen m-gza mao EVE
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Received: from em-sj-81.mktomail.com ({199.15.215.81]} by smipl.shv.gov.vn
with ESMTP; 17 Jul 2013 01:05:12 +0700

D&i véi phin dAu thur nhu vi dy trén thi [199.15.215.81) 1a dia chi IP mdy chu thu
dién tir ngudi gui va tai thoi didm nay thu dién tr duge nhén bdi may chi thu dién tr
smtpl.sbv.gov.vn ¢6 dia chi IP 10.1.1.16.

- Subject: tiéu dé thu.
- Attachment: cac tép tin duge ngudi gui dinh kem theo thu dién tur.

» Phin ndi dung thu (Message Body): 12 ndi dung cia thu dién ur.

Tuy nhién, trong ché d6 hién thj thong thudng cia mét s6 trinh gi va nhén thu
dién tr, ngudi nhfin thu chi thiy cac thdong tin: From, To, Subject, Mcssage Body,
Attachment.

2. PHUONG PHAP PHAT HIEN THU PIEN TU GIA MAO.

Qua phén tich cac thu dlen tir gia mao trong that gian vira qua, ¢o 2 dau hiéu chinh
@é phat hién thu gia mao bing cach xem Phén ddu thr ciia mot thu dién tir:

- Gid trj truong From va Return-Path khdac nhau: Ké Tin Tac thay truéng From
bang dia chi hom thu clia ngudi cén gia mao.

- Pia chi IP mdy chid thw dién tir cia ngwoi gii khi kiém tra qua website
http://whois.domaintools.com thi dja chi IP may chi thuw dién tir cia ngwoi giri
(OrgName/org-name) khong phai la t6 chire clia ngudi givi (From).

Ngoai ra 2 dau hiéu chinh trén Nguoi nhén can ki¢m tra can théan:

- Gia tri trudong Reply-To: K¢ Tin Tic ¢é thé thidt 1ap truomg Reply-To bing dia chi
hom thu ca Ké Tin Tac. Khi d6 Reply-To s& khdc From, Return-Path.

_ Ké Tin Tic tao va sit dung mot dja chi hom thu ngudi giri gan gidng véi dia chi
hom thu cla ngudi can gia mao.

Vi du:

- Pia chi hom thu Ké Tin Téc la KeTinTac@gmail.com

- Dja chi hdom thu ngudi cn gid mao 13 BiGiaMao@sbv.gov.vn

- Pia chi hom thu ngucu nhan la B1Lua@sbv gov vn

Hucmg dan phar hzen fhu“ dién tir gia mgo 4/13



ITDB

- Dia chi IP mdy cht gui thu dién tir ngudti giri (Ké Tin Téc) 12 188.158.9.23, kiém
tra trén http://whois.domaintools.com thi dia chi TP nay 1a cla t& chic Neda
Gostar Saba Data Transfer Company Private Joint Stock, khéng phai cha
Ngin hang Nha nwéc Vigt Nam.

Khi 46 Ké Tin T4c bing cach nao d6 s& thuc hién giri mét thy dién tir c6 Phin diu
thu ¢6 ndi dung sau:

Received: frorﬁ HQ—EXCHOZ.SBV.VN (10.1.3.16) by HO-EXCH01.8BV.VN (10.1.3.15)
with Microsoﬂ SMTP Server (1LS) id 14.1,355.2; Tue 16 Jul 2013 16'55'39 +0700

Received: from mazlng@] sbv.gov.vn (]0 1.3. 24) by HQ EXCHUZ SBV.VN (10.1.3.16)
wzth erosoﬂ SMTP Se rver Id 14 ] 35.’5 2; Tue 16.Jul 2013 16 55 38 +3700

Rece:ved from srnrp! sbv gov vn ([] 72 16 2 30]) by rnaz!ng sbv gov.vn (Lotus Domino
Release '8.5. [FP4) with ESMTP rd 20f307]6]6553829 11195 Tue 16 Jul 2013
16:55:38 +0700 |

Received: from unknown (HELO [188 ]58 9.23]) ([188.158.9. 23]) bV smtpl.sbv.gov.vn
with ESMIP; 16 Jul 2013 16:55: 34 +0700

Rece:ved from 188 158 9 23 (HELO sbv gov vn) by §hv. gov.vn (CommumGate Pro
SMTP 5.2: 3) with ESMTPA id 692796901 Tue, 16 Jul 201’3 73:30:11 $0330

Return-Path: KeTinTaci@email.com

From: BiGiaMao(@sbv.gov.vn

Reply-To: BiGiaMao(@sbv.gov.vn

To; BiLua@sh:v.gév".'vn,
Subjeet: Em o1 password thé ATM Dong A, Em méi déi 1a gi nhi?
3. HUGONG DAN XEM PHAN PAU THU CUA MOT THU DIEN TU.

Chit y: Nén copy Phéin diu thu vao tep tin Notepad/Wordpad/Word dé xem va tim
kiém cdc truong thong tin mdt cach dé dang va nhanh chéng.
3.1. Pdi véi Microsoft Outlook 2007 va cic phién ban m&i hon.

- Nhip dup chudt vao thu dién tir cdn xem Phin diu thu, ctra 86 thu dién tr xudt
hién. Nhip chon OpllO[lS nhu hinh ve:

Hzmng a’an phaf izzen rhu’ dzen tr gid mao B ] ' 513




From: CA {CNTH) - Gui rhan van ban

To: Yu Quang Quan (CNT=)
(c .
Subject Fi OF 06 _ 58 S0T3MHHN_TCCE npay L672/2013 v toyEn sink cdnbd 4 ddo 120 saw dai hot FAUE ngodl ndm 2L
Q Mt:& axi | @ %96 tuyen sinh (a0 B0 ai 6ao l;-u- sau a1 hat o nuoc ngosi.pd! {126 KB} /I’
SR 7 e ; ; / o
K:¢ Quia thng hop dank sich. ey .
l\ han chuot vﬁo mﬂl tén
Thanks & Best regards! e —
Phong An nink bdo méivé chit ky sé
Email: ¢nthS@shy.gov.sn
Cuc Cong nghé tin hoo - Ngan hang Nhg nude Vigt Nam

- Ctra sb Message Options xudt hién, gid trj myc Internet Headers Ja ndi dung
Phin dau thu.

o L . o nAd«:J dm.zh:ﬂ .u,;nat_me t(‘\ O AECIOIN G PR E 3O
R Tt o U Renquast SAMIME recent o this ress g

frmcimg OIS e e i o s i e e
@ L f--imqn#—*‘,-? WL 5@-», -r W bR b far this Wié‘:ﬁi_"ﬁ";é‘
T TRequest o warj rcaipt for rh»:. essage ;
my Optm T et .. - .“.,.....-._.__.T._l_,....,_._..__A.._., o e mmen s e mre e e R R
% Haner Prpdies g0l fo [ o - T C T
. ) ] ) - - : - -‘—--‘-—-——A——_.‘]—.A---.—--—-ﬂ_‘..v-_vr.—.a—, —t
[jgm:nrss after: I_None o ) *] [1.{:0:,1 ART 1
A I r . e et et -"“""k*‘t
[ Contacts. . J 1 .
[_categoms =) [mene T T

{ Inkeimot I:geaders:
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3.2. Ddi véi webmail ctia SBY

- Nhap dup chudt vao thu dién tir cin xem Phin diu thu, ctra s& thu dién tr xuét
hién. Nhdp chon nhu hinh duéi:

(m!la E uefﬁx

. stw Qov WWaﬁaa-Ranﬁasm-iPH Noté SEmageqmwm wmnemgmwmm i}

T m Prpis PR r iy leladt Aoy

Houdap HmdapTdtca Chuyéntiép v - M. .@ B X §- ""f 7]

/

e lc:eu-v mm;a—-!om ‘rnMS o |

_ LI -aNhan chudtdé-vem chlhelthu
Microsoft Qutlook S ——

Dén: Ngo Boang Quyen Yu [CNTH] :
2 Thing By U3 10054

= Thu ndy d8 dugc glivii t3m quan trong Cag,

- Cira sb Chi Tiét Thuw xubt hién, gi tri muc Pau dé Thw Internet 13 ndi dung
Phén ddu thu. Chu ¥ nén copy ndi dung nady vao tép Notepad/Wordpad/Word dé
xem va tim kiém céc trudmg théng tin cho dé va nhanh.

zrcifng dan phat hién rzr Eién 1’ mao ) 2713
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Chi tiét Thu

Thiét dat Thu

' Noidung
Quan trong: Cao v g

D6 nhay:  Thudng

: Phén diu thr |

Bou de Thy Internet v
.‘h:n""'""'lé > S TR S, !

3.3. Déi véi Gmail.

- Nhip dup chubt vao thu dién tir ¢in xem Phén du thu, nhdp chon Hién thi thu
gbe hoac Show Original nhu hinh dudi. Cua s6 ni dung Phan dau thu s& xuat

hién.

Hudng dén phdt hién thw dign tir gia mao
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Inbox @8 PP, ¥
| Slarred Welcome to the new Gmall Inbox s
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impanant T t
5 ::“ Mo ~ Gmadl Tosm emat-noreply@aoogle. com> ) 8.5 A [5 minvies 1gn) LN \S/. g:—.ﬁ% ;(H
- N R Lt 1 i
fome -+ ’ =
Drats (1) e n Reply Ngayl
+ Cirelas " @ Fomward Elnas miVed
' T QuocTe

Personal ] fiter messagay ks this B
Travef : o Prian Chq.dlqn ¢
o - - Add Gl Team lo Contacts fist :‘::: ;fguﬂf;:
LavT ™ I Delete ihis masgage i thlgl

o Report spam ’
Lryore P : . @ on t;
Unable to reach ' : ?EPM P,h x.shmg . Gal greal ait '
Gmad. Plagse chack Show odgin ] address. Mail__
yout hﬂgma! o P Mesaage tent garbled? L 3
Sernection of : ' Trnshts massage " US4box.zom

wmerem et nadeands

3.4. Pbi véi Yahoo.

thp chon thu dién tir ¢én xem Phan dau thu, nhap chon Thao tic -> Xem tiéu dé
day di nhy hinh duéi, Clra sb ndi dung Phén diu thur s& xudt hién.

-Hué'ng dén phat hign lhu—éi‘én tie g‘a’r mao _ ‘ . 9/13
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24 ovi i Binh ctz?u B4 doc w 'L,E
SE] i G Saift

The 13c G7) Banh da.u Chia dor aift +1 ¥
‘ Danh dau 580 L tc
Thing rde ) ) , X
Burde 2 | ¥éa 8inh diu sa0 Shif+d ¢
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wEssengER - M e fibu 06 Gyt . : [
* s ouns & C#i Lang ma ngdn ngt... 1

Thér hgu¢i glri vao Danh 63 Bhifl+A

Areate MNondad

4. B#o cao khi nhén dwye thw dién tir gia mao,

Khi nhin duoe thu gia mao (hodc nghi ngo gia mao), d¢ nghi ngudi nhén gii th
gia mao duéi dang tép tin dinh kém t&i itdb_service@sbv.gov.vn va theo mau
sau

Tiéu dé thu: Bao céo thu gid mao
N§i dung thu:
Bao cao thu gid mao.
- Ténnguoighi:  Nguyén Vin A
- Ponvii .. ..
- 86 dién thoai lién hé: 09xxxxxx

4.1. Pbi véi Microsoft Outlook 2007 va cac phién ban mdi hon,
- Nhép dip chudt thu cin giri dudi dang dinh kém, cira sb thu dién tir xuét hién.
Nhip chon Other Actions -> Forward as Attachment nhu hinh dugi:

T g

o~ e Yt TV S — e ET—— =
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i Edtt Message
_f Recall This Message..,

| Resend This Message...

Save ;Etiac‘hmen‘«

1«“ \“ =sjﬁ’1'“

P
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fomard,as(Aﬂa r'nentr-_.:n:ggsgl .

i Post Reph:f"’Fnl dif
P Fonvvar d.3s Attachment
! Engodi AN

[ v

Message He.qde'r
View §ource' '

R T

Vui [dng gidm bt kich thide m'f.._.

ylew In Browser

- Cira so

gui thu dudi dang dinh kém xuft hién:

6ng can thit khoi hdp

lmb_;nn.n:.w:v cov wrd

._.l

fuole na IBJa 40 Unw oid mao |

. Altachean 1{@4

Bao cho thu gié mao.

i - Tén ngud gyri: Mguinen Van A

< Dem v NNV ON L

- S$4 dién thogi 16n hé; OPvervecy

Hudmg dén phért hién the dién ne gid mao

amteleba o e g e




ITDB

4.2. Dbi véi webmail cia SBV,
- Nhép chudt phai vao thu can giri dwéi dang dinh kém, nhép chon Chuyén tiép dwdi
dang Phin dinh kém nhu hinh dudi:

o ww Ef;m«zws 2 L&nﬂmﬁmt&dl.roc 1&- msob;undnmuamo._ 1.-:. Ba 1: Grectin

o AL T - <y

The » Inkbox 113 Mg

— s MGi - Xos v Chuy€n -« 89 loc s Xem - o
501.02 MB of mallbox . e e e
space used. A 510 MB you L ! J’?ﬂf_’?’_ﬂtﬁa’” 23 ._'Jj' m'd [ ,0 T
won't be able to ‘cnd mm] Che cude hditheai A NgAy = M nh#At d Tain cing

 Ham nay
4 s thich cey HE tro Kifm tra cai I3t may
3 inbox Le Ngoc Tho {CHNTH) 10:21 34

- g 2 Hop th'QsmHm as
& D Microsd .., N P
(=@ HOI dap Tat <

T T B Chuyén éEp

¢ ot e —p— g

10 Hoang Quyen Vil

Inbex: e BAO caq S ——
Drafts (6 ' i 2410 Chuyén tiép dudi dang Phan dinh kém ]
Sentlterms ?“ o Za Nhe bena:“-d ©snh ddu 12 Chua dog
Deletced lems (7 : Ngu enl{"‘
i 4 ﬁ Tao Quy téc
Junk E-MALS] | o0& SCaVNIGY Z3 E-mail Réc »
MNotes b& Hiep, Tr T .
T P . X0
y Thu ’ . v : t“ r{;h los noklr_‘l" -~ 2t - - - - b = ey - -
3 A 4 re ’ - A ‘A
- Cira s0 giri thu dudi dang dinh kém xuét hién:
PR R Y —wwwm = e - T T e
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cén,., I_TLrﬂ:‘_wrvic_e.@sb\{.'gov.vn ] Cee -. A .

o j S ; - B R .

Titu orB: Liéz: cdo ‘tihlu Qis mao l ‘—

2inh kém: g_‘] Hd-.p_thu A h.;jn 93"" dd)‘ 7‘7 - — ) "

= G e AL o

" Béo cés thu qig mae.
- Lénnguéigir: Nouydn vEn A
- Borrvi ...
~ 84 dién thoal L8n hé: 09xxxxxxx

4.3. Doi véi Gmail va Yahoo,
Thue hign ldy phin ddu thu nhu muc 3.3 va 3.4 sau do copy ndi dung phan diu thu
ra tap tin Notepad/Wordpad/Word, rdi gui dinh kém theo thu dién ti theo m3u & trén.

Hueing dén phat hién this din i gidi mag o 13/13
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