
NGAN HANG NHA NUbC 
VIETNAM - 

CliC CONG NGHic TIN HQC 
S6: 603 /CNTH8 

V/v: pheng cheng ma dee WannaCry 

V: 11 I AN N 	Kinh giri: Cac don vj true thuec Ngan hang Nha nugc 

1-lien nay ma dc WannaCry dang lay lan khap cac he theng mpg tren the gith. 

De dam bao an toan cho he theng cong nghe thong tin (CNTT) cta Ngan hang Nha 

nunc, Cyc CNTT d nghj the don vj te chat thyc hien gap cat clang viec sau: 

Ra soat, cap nhat ngay ban vã i6 hOng bao mat MS17-010 cho cac may tinh sir 

dung he dieu hanh Windows. DM vOi cac may duct thiet lap domain Ngan hang nha 

nuot se dugc cap nhat ty cleng tir may chili Cyc CNTT. Dôi vâi cac may tinh chua 

thiet lap domain Ngan hang Nha nuot hoac may tinh khac tham kith) Inking clan cap 

nht tryc tip tü mang Internet theo huong dAn: https://support.microsoft.com/en-

us/help/3067639/how-to-get-an-update-through-windows-update   

Kim tra viec cap nhat phien ban mOi nhAt tha phAn mem phong cheng ma 

dee hai cai dAt tit he theng may tinh cira don vj. 

Tat the dieh vu SMB (Server Message Block) tren may chtl, may tram (nu 

khong sir dung) theo huong dAn tai https://support.microsoft.com/en-

-us/help/2696547/how-to-enable-and-disable-smbv1,-smbv2,-and-smbv3-in-windows-

vista,-windows-server-2008,-windows-7,-windows-server-2008-r2,-windows-8,-and-

windows-server-2012   

DM vol cac don vj c6 hO theng CNTT rieng khong do Cyc CNTT quan trj 

(CC, Thai bao Ngan hang, FIQC vien Ngan hang,...), d nghj thvc hien: 

Theo del, ngan chAn ket nei den the may chi) dieu khien ma' dec WannaCry vã 

cap nhat vao cac he theng an ninh mang (Firewall, IDS/IPS,...) the thong tin 

nhAn dang tai Phy lye dinh kern. 

- Ra soat viec phan viing mpg LAN va thiet lap han ch ket nei qua cac cOng 

cua (rich vu SMB la: 445, 137, 138, 139. 

Ph e Hen cho can be the Nen phap phong ngira ma dec 

Khong tai v va mer the tep tin khong re nguen gee tir Internet nhu: Cac tep 

tin dinh kern giri qua this dien to.; cac duerng dAn giri qua the cong cy nhan tin, 

cac tep tin chia sé tren mang x'a hei. 

ONG HOA XA HQI CHt NGHiA VICT NAM 
DO Ip — Tv do —H#nh phtie 

Ha N0i, ngay 15—  Mang 05 nalm 2017 





- Canh gide truerc cae thir din tir gia mao nguai than có dinh kern tep tin hoc 

duang an lira dao. Timm khdo huang Wan .phat hien thu gia mao dinh kern 

cong van 744/CNTH8 ngay 25/7/2013 dm Cpc CNTT. 

6. Kip thai thong ha() ngay cho Cpc CNTT khi Oat hien cac sr ea, mai de Oa 

lien quan clan ma (lac WannaCry d phai hop xir 

Thong tin lien 	Nang An ninh thong tin - Cpc CNTT; 64 Nguy& Chi Thanh 

- Bang Da - Ha Nei; Dien thoai: 04.32595983 hoc 0123.8595983; Fax: 

04.38358135; Email: antt((/),sbv.gov.vn; Hoc ha phan he; try icy/ thu'at Cpc CNTT: 

din thoai 04.32595986 hoc 04.37756789-ext: 8888; Email: hotrotinhoc@sbv.gov.vn  

Tran 

NIlir tren; 
PTD Nguyen Kim Anh (de b/c); 
Be phP'n •Helpciesk (cle phei hgp); 
Lau: CNTH, CNTE18. 

Dinh ken,: 
- 744/CNTE18; 
- 	Phu loc. 

 

Mai Say 





PHV LK: THONG TIN VE MA DOC WANNACRY 

I. Danh sach the may chii die'u khi'n ma dQc (C&C Server) 

STT -Dia chi IP C&C STT Dia chi IP C&C 

1 128.31.0.39 18 213.239.216.222 

2 136.243.176.148 19 213.61.66.116 

3 146.0.32.144 20 38.229.72.16 

4 163.172.153.12 21 50.7.151.47 

5 163.172.185.132 22 50.7.161.218 

6 163.172.25.118 23 51.255.41.65 

7 171.25.193.9 24 62.138.10.60 

8 178.254.44.135 25 62.138.7.231 

9 178.254.44.135 26 79.172.193.32 

10 178.62.173.203 27 81.30.158.223 

11 185.97.32.18 28 82.94.251.227 

12 188.138.33.220 29 83.162.202.182 

13 188.166.23.127 30 83.169.6.12 

14 192.42.115.102 31 86.59.21.38 

15 193.23.244.244 32 89.45.235.21 

16 198.199.64.217 33 94.23.173.93 

17 212.47.232.237 

Danh sach ten tap tin 

STT File name STT File Name 

1 @WanaDecryptor@.exe 6 taskse.exe 

2 b.wnry 7 twitry 

3 c.wnry 8 u.wnry 

4 s.wnry 9 
Cac file vori phan ma Ong 

• 
".wnry' 

5 taskdl.exe 10 
Cac file vai phan ma rang 

".WNCRY" 

Danh sach ma ham (Hash SHA-256) 

STT 
	

SHA-256 
1 
	

edOlebfbc9eb5bbea545af4dOlbf5f1071661840480439c6e5babe8e080e41aa 



2 c365(1daa345cfcaff3d629505572a484cff5221933d68e4a52130b8bb7badaf9 
3 09a46b3elbe080745a6d8d88d6b5bd351b1c7586aeOdc94d0c238ee36421cafa 
4 0a73291ab5607ae17db23863cf8e72f551363c273bb47100edf011515aeb5894 
5 428122a9ald2797ede7c0583d34a0520326936b551.567a60298587b6e675c6f 

6 5c1f4f69c45c119725d9969f9ffcc79d07bd0f624e06cfa5bcbacd2211046ed6 
7 62d828ee000e44f670ba322644c2351fe3 1 af5b88a98f2b2ce27e423dcf1d1b1 
8 72afl 2d8139a80f317e851a60027fdf208871ed334c12637f49d819ab4b033dd 

9 85ce324b8178021ecfc96811c748f19682e6 1 bb093ff64f2eab457f9efl 9b186 
10 al d9cd6f189beff28a0a49b10f8fe4510128471f004b3e4283ddc7f78594906b 
11 a93ce7ea 1 3238bd038bcbec635f39619db566145498le6e0ea60e6e76d614bd3 
12 b43b234012b8233b3df6adb7c0a3b2b13cc2354dd6de27e092873bf58af2693c 
13 eb47cd6a937221411bb8daf35900a9897fb234160087089a064066a65f42bcd4 
14 24d004a104d4d54034dbcflc2a4b19a11f39008a575aa614ea04703480b1022c 
15 2c2d8bc91564050c1073745f1 b117f4fIdd6470e87166abdfcd1Oecdf104032e 
16 7a828a1d2abfl 53c1840938090d498072b7e507c7021e4cdd8c6bal727cafc545 

17 a897345b68191fd36f8cefb52e6a77acb2367432abb648b9ae0a9d708406de5b 
18 1b0b6044347e972e21b6c376e37e1115dab494a2c6b9fb28b92ble45b45dOebc 
19 958812ef06b7e1c8509f32d8eddfal8041a9ccl 5b1c90d6da484a39f8dcdM67 
20 b43b234012b8233b3df6adb7c0a3b2b13cc2354dd6de27e092873bf58af2693c 
21 4186675cb6706f9d511671b0f14cd3f8fctb0065093162bl0a15f7d9a6c8d982 
22 09a46b3elbe080745a6d8d88d6b5bd351b1c7586ae0dc94d0c238ee36421cafa 



;=) 



VC TRUTING 
cyc 

CONG NGHE 

TIN HOC 

NGAN HANG NHA MAC 
Vit.'.  NAM 

CPC CONG NGIn TIN HQC 

SO; /*if /CNTH8 
V/v Huderng dan 

phat hien thu din tic gia Iwo 

ONG HOA. XA HQI CHO NGHIA VIVI' NAM 
Dc 140 - Tn. do - II4nh phtic 

Ha N'Oi, ngity thang 7 ndm 2013 

Kinh 

- Cac Vu, Cue, Dan vi nye thuOc Ngan hang Nha nuem; 

- Cdc NHNN chi nhanh tinh, thanh ph6. 

Theo thong bac) eüa Trung tam (mg dm khan cap may tinh Viet Nam 
(VNCERT), gan day xuat hien cdc truang hap phat tan thu din tir mao danh ca 
quan nha nuese, ca nhan c6 uy tin nham tung ode thong tin cal nOi dung sai trai, 
mOt s6 thu gia mao can chira ma doe An trong cdc tep tin dinh kern duai clang pdf, 
doe, exe, gay mAt an toan thong tin nu nguai nhan thu vo tinh ma cac tep tin 
nay. De phat hien thu dien tir gia mao, Cue Cong nghe tin hoc (CNTH) d nghi 
QuY Dan vj ph O bin, huemg clan cho nguiyi sir dung thu dien tir thue hien theo 
tai lieu "Huang din phat hien thu gia mao". Tai li'eu "Huang din phat hien-  thu 
gia mac,"duqe 'dan' g tai Website NUNN http://sbv.gov.vn, chuyen mue: Cac hoat 
tong khac czia NHTW -> Cong nghe thong tin — Truyn thong -> HJ trq IcjiY thuat. 

Trong qua trinh time hien, neu co vuong mac de nghi QuY Dan vi lien he 
BO phan h tra icy thuat - Cue CNTH theo s6 din thoai 04.32595986, IP Phone 
04.8888 hoac thu dien tir itdb servicesbv.gov.vn  d dirge huang din. 

Tran tang cam ant 

IVol nh'On: 
- Nhu tren; 
- Chi Cne 46 thvc hi4n; 
- Cac phong ban 46 thvc hien; 
- Cara CNTH8, CNTH. 

- 	Le M4nh Hang 



NGAN HANG NHA NliCfC WET NAM 

CIJC °ONG NGHE TIN HQC 

e 

HITONG DAN PHAT HIEN THU' DIEN Tt.  GIA MAO 

Ha NO 07/2013 



Mkt LVC 

I. 	MIX DICH: 	 3 

IL NQI DUNG ITUVING DAN: 	 3 

DINH BANG CUA MQT THU DItN 

PHHCING PHAP PHAT HItN Tiny DIN TO' GIA MAO. 	 4 

HIMiNG DAN XEM PHAN DAU THIS C(JA MOT THU DItN 

3.1. Doi vfri Microsoft Outlook 2007 va cac phien ban min hot. 	 5 

3.2. D61 vol webmail ctia SBV 	 7 

3.3. Dtoi yid Gmail. 	 8 

3.4. Dth veri Yahoo 	 9 

liao cao khi nha'n &rot thy then tir gia mao 	 10 

4.1. Dái vtii Microsoft Outlook 2007 va cac phien ban mfri hot. 	 10 

4.2. Dal vol webmail cüa Sl3V. 	 12 

4.3. DEli v(ri Gmail Ara Yahoo 	 13 

litegmg dein phcit hrOn thu din tilt gici Ingo 
	 2/13 



ITDB 

I. MIX DICH: 

Tai lieu nay dugc kay• dung . nitAm-huoTig dn. can bci caa cac Vu , Cue, Dan vi tn,.(c 
thuOc Ngan hang Nha nuefc va cac Ngan hang Nha nuac chi nhanh tinh, thanh phO phong 
vã phat hien thu din tilt gia mao. 

H. NO' HUNG HVONG DAN: 

1. DINH DANG GOA MOT THU' DItN 

Mt thu dien tilx bao gm 2 thanh -phan chinh la: 

Phiin dAu thu (Message Header): bao gom met s6 cac tnrang thong tin ca ban 
sau: 

From: Dia chi ham thu nguti gill. 

To: Dia chi horn thtrngtrol nhcm. 

Return-Path: dia chi ham thu se nhan thu tra lai trong truemg h9p thu,giri khong 
di dugc. Truilng nay la dirge may chili thu clien tilt tu dOng chen vao phan dàu thu, 
do do Ke Tin Tn*c khong the saa d& truerng thong tin nay. Met um din tfr chic 
chin bi gia mno nu trtroing Return-Path khac trtrimg From. 

Reply-To: clia chi hem thu se nhan thu tra leri cilia nguni nhcm tra 101 'al thu cna 
nguti 

Received: truerng nay Om nhieu gia tri, mOi gia tri tre'n mOt dong cho biet thu din 
nit dirge nhcm Ur may cha nao gin den va may chili nao nhan thu din dr nay. Thu tu 
chuyen thir din tilt giira cac may chili dugc liet Ice tä dual len teen. Do do, gia tri 
Received teen ding cilia Phan dau thu cho hi& thong tin may cha thu din tilt nhan 
cuoi cang va gia tri Received dinfd citng cilia Phlin dau thu IA cho blot thong tin 
may chn thu dien tCr cilia nguai 

VI dy: 

Received: from smtpl.s.gov.vn  (10.1.1.16) by s.gov.1211 (10.1.1.15) 

with Microsoft SMTP Server (TLS) id 14.1355.2; Wed, 17 Jul 2013 01:05:14 

+0700 

Huang djn phdt hien thu ellen tit gee' nut° 	 3/13 



ITDB 

Received: from em-sj-81.mktomail.com  ([199.15.215.81]) by smtpl.sbv.gov.vn  

with ESMTP; 17 Jul 2013 01:05:12 +0700 

Dth vâi phan (tau thu nhu vi clu tren thi [199.15.215.81] la dia chi IF may chit thu 
then tit nguei girl va tai thai diem nay thu then dr duct nhan bth may chu thy dien tU 
smtpl.sbv.gov.vn  co dia chi IP 10.1.1.16. 

Subject: tieu de thu. 

Attachment: cac tep tin duct, nguei giri dinh kern theo thu dien tir. 

Phan nei dung thu (Message Body): la nOi dung cOa thu then tir. 

Tuy nhien, trong the do hien thi thong thuerng ciia met se trinh gui vã nhan thu 

dien tU, ngtreri nhAn thu chi thay cac thong tin: From, To, Subject, Message Body, 
Attachment. 

2. PHUONG PHA!' PHAT HIFN THU' MEN  T1J GIA MAO. 

Qua phan tich the thu then vU gia may trong then gian vita qua, có 2 (tau hi'eu chinh 
phat hien thu gia mao bang each xem PhAn du thy caa tnOt thu then tir: 

Gia tri truerrig From va. Return-Path khac nhau: Ke Tin Tac thay truOng From 
bang dia chi hem thu cua nguth can gia mao. 

Dia chi IP may chit thu dien ter ctia ngtrol gui khi kiem tra qua website 

http://whois.domaintools.com  thi djaybi IP may chü thu dien tir elm ngtroi gui 
(OrgName/org-name) khong phai là tO chin ctia nguiri gui (From). 

Ngoai ra 2 &Au hieu chinh tren Nguth nhan can kiem tra can than: 

Gia tri truemg Reply-To: Ke Tin Tac c6 the thiet lap truong Reply-To bang clia chi 

hOm thu ella Ke Tin Tac. Khi de Reply-To se khac From, Return-Path. 

Ke Tin The tao va sir dung met dia chi h6m thu nguth giri gan gieng 	dia chi 

horn thu cita ngueri cart gia mao. 

Vi du: 

- Dia chi horn thu Ke Tin Tac la KeTinTac@gmail.com   

- Dia chi hem thu nguai can gia mao IA BiGiaMao@sbv.gov.vn   

- Dia chi horn thu ngtrai nhan là BiLua(thesbv.gov.vn  

Hu-ong d a'n phat hiçn thy din tie gici moo 	 4/13 



FMB 

- Dia chi IP may cha gUi thu din tir)  ngtn'yi gfri (Ke Tin•Tac) la 188.158.9.23, kiem 
tra tren http://whois.domaintools.com  thi cha chi W nay la dm to chic Neda 
Gostar Saba Data Transfer Company Private Joint Stock, khong phai eña 
Ngfin hang Nhii nut Vitit Nam. 

Khi do Ka Tin Tao bang each nao do se flaw hien giri met thu dien It cat Phan dal, 
thu có nei dung sau: 

Received: from HQ-EXCHOZSBV.VN (10.1.3.16) by 11Q-EXCHOLSBV.VN (10.1.3.15) 
with Microsoft SMTP Server (ILS) id 14.1.355.2; Tue, 16 Jul 2013 16:55:39 +0700 

Received: froin mailmig01.sbv.gov._vn (10.1.3.24) by 1IQ-EXCH02.SEVVN (10.1.3.16) 
with Microsoft SA/1TP Server id )41355.2; Tue, 16,11412013 165538 +0700 

Received: from strap] .sbv.gov. v17 ([172.16.2.30]) by tnailgw2.sbv.gov.vn  (Lotus Domino 
Release 8.5.1FP4) with ESMTP id 2013071616553829-11195 ;Tue, 16 Jul 2013 
16:5538 +.0700 

Received:from unknown (HELD [188.158.9.23],) ([188.158.9 23]) by stntpl.sbv.gov.vn  
with ESMTP; 16 Jul 2013 16:55:34 +-0700 

Received: from .1138.158.9.23 (ME/JO sbv.gov.vn) by sbv.gov.vn  (CommuniGate Pro 
SMTP 5.2.3) with ESMTPA id 692796901 Tue, 16 Jul 2013 13:30:11 +0330 

Return-Path: KeTinTac@gmail.com   

From: BiGiaMac0,sbv.gov.vn  

Reply-To: BiGiaMao@sbv.gov.vn   

To: BiLua@slw.goV.vn   

Subject: Em Oi password the ATM Deng A, Em mai dal la gi nhi? 

3. HUIONG DAN XEM PHAN DAU THU GOA MOT THU' DIEN TO'. 

ChU 15:  Men copy Phan du thu vao tep tin Notepad/WordpacUWord dé xem vA tim 
kiem cac tniong thong tin met each a clang va nhanh thong. 

3.1. Dal yen Microsoft Outlook 2007 va ego phien ban mai ban. 

- Nhap dip chuet vao thu din tir' can xem Phan Clan thu, dra st) thu din It xuat 
hien. NIA) chon Options nhu hinh 

Hwang dJnphdt hin thte eiNn gid mac) 	 5/13 
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NOt dung i 
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a 
From 	CA (0711) GsS Mad van ban 

To: 	Yu Qsalg QJall 

Cc 

Subject 	PN!DEso' S0a3,!Thitl N_TCCEi nicsay 1.6.0/2013 	tnyin sinh can b l dSo ta0 	Whoc 	'6c ngsal nam 2014 
. 	 . 

r_lidesliqii I ! 	906 tuyen sInh csn Ito el 030 Lao sau dal hoc o nuoc ngoal.pdf 028 KB) 
. 	. 

Kt Quin tong bop danh sack]. 

Thanb & Best regards! 

Nhin chu(it vac) mei ten 

Phong An 01/1 bao mdt va ter .19r; so 
enthSasbvsov.vn   

['sic Cong ngh0 tin hoc : Argon hang Nii& nut 1/10t Nam 

 

- 	Cda s6 Message Options xuAt hi6n, giá tri muc Internet Headers la n6i dung 

Phkn dAU thu. 
Message Options - 2 X j 

	

- .a . • 	• . 	....• 	: 	• 	. 

MessetOsaasettlracts a----7----a--------,--a-a-s-!±,-,!!!!--,-T-  sProujpeyot.---,---- 	• 	 . . 	. 	.... 	• 
IMQ01' ;thirlopft: [High 	All  : 	- ,..j,„.i PhOr.-y6Os. rnotasacies  contorts arid attsnd-agersts 

_s: : . 	•s 	 , -- - 	tail Add •sytc!.  41:aitatn.  attR a to dtatgoing crtSs-Ss-3cy.: 
seifick-x; .--;‘  

; 	. P.d.”.144,t-sk 5,11'41Sylf r eceJot IC.!' (his ro,ss.cgcs_ 

. 	 . 	. 	 .. . 	 . 	 .. 	 .. 
!Tracidng options 	 • . • . . 

	 • 
. 	 . 	 . 

(2
0 	.1 ..  R;_ndoost -n !:.10$-:!:!ry r ocescat For this rrie;;,?, ri 

- 	: 	' P.ecittost a road t eceitnt for this toes:sada:  • - 

Delivery options — 	 , 	 • 	• . 	 • 
. 	• 	• 	 . 	. 	. 	. • 

	

r-- 	 ! 
1 

Categories •••• 
	

1 None 
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ITDB 

3.2. IA Wri webmail eda SBV 

- Nhap dap chuQt vac thu dien tit cA.n xem Phan dau thu, cira sQ thu diQn tit xuAt 
hiQn. Nhap chcm nhu hinh clued: 

   

liOnp tlo ,:u::Øt3vsn 031, Ow. Mozilld iterox 

   

     

    

htt 	ibv 	 41984d4OWAtrk2f0YLI icov, ow asertproei.a.OperteIPM,Note.StorageQuotaWarring,Wa• 

Ai dap HEI dap Tal ca Chuyen tiefp t 	Ni • 6 x 	/ 

Microsoft Outlook 
Nhn diutSile xem chi fief llatr 

Din: 	Ngo Hog Qtryen Vu KI4TH1 

23 Mang Etiy 213 L 0) SA ; 

Thu nay ciä chlerc gUi von fiina quan trong Caoi 

- aza. so  Chi Tit Thar xuAt hiQn, gia tri muc Diu] a Thar Internet la nOi dung 
Phan dau thu. Chu y nen copy nOi dung nay vao tep Notepad/Wordpad/Word de 

xein va tim kiem cac trtrang theng tin cho d \fa nhanh. 

Ifiremg dein phdt 	thtr (Nit gith mgo 	 7/13 



Thiel 01 Thu' 
Ni dung -.‘\ 

Quan trong: Cao 	 Ph?in (Ian thir 
nhay: Thuong 

cle Thu' Internet 

OVirittflTHC?;E> 	EiZtr:ifil 	:1c4ZI41: „ 
0 	0.1.1t1i1 ink__ )9.61)( .11Cil:tRe. ... ii 4 O. 17,55 ON: 	411Iunin ZOLOTAM iipAr=44ima 
MN t_ ,1147er 	o 
rigiWro.utti.16iTiritieliPli?ieVlitleiltlit 

Chi tilt Thu 

Eking 

3.3. Dtli vói Gmail. 

- Nhap clhp chu'Ot vao thu din tfr can xem Phan clau thu, nhap chon Hin thi thu 
gac ho'ac Show Original nhu hinh duan. Oh so ruji dung Phan clan thu së xuat 

I-Iv&ng don phat hie'n thus diOz tie gid moo 
	 8/13 
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1TDB 
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1 	 lat 14 *Soma to ths nowanslitcx;  vadariant.. 

raratrinlizernsrawn oratravytannera 
13 • ltitc • - 	()moil NI;• 	 ' 

Google 

f•+ 	• i*Faps:itnx.c..*ioensipor,..lictoql...T64CeilE44-1S. 
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Filet messagee tike this 
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Report sparn 
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address. Sl- 
Message Teal garbled? 	 1998 
Inanslate massage 	 USAbox 
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Unable to reach 
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yeuf internet 
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Gmail 

Inbox fital 
Starred 

Important 
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Welcome to the new Gmall lnbox 

Ginafi Tonal cmAll•norepir@google.conm 
I e me .1.; 

ent HI vu 

3.4. Dal v61 Yahoo. 

NhAp chgn thu din tit can xem Phan (tau thu, nhAp chgn Thao tac -> Xern tieu de 
day dii nhu hinh dual. (dim se, nOi dung Phan dAu thu se xuAt hien. 
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