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NHNN Ngan hang Nha nudc
TCTD T6 chire Tin dung
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L. Giéi thiéu chung

Quy trinh thyc hién kiém thtr hé thong thu thap thong tin truc tuyén gdm cac
budc chinh nhu sau:

- Budc 1: TCTD cha dong kiém soét cac 16i lién quan dén kiém tra dinh dang di
lieu tin dién (Validate XML format), xac thuc chit ky (Verify Signature) va ma
hoa/giai ma (trong truong hop TCTD c6 nhu cau mi héa nodi dung tin dién trong qua
trinh trao d6i thong tin).

- Budc 2: Cung cip thong tin két ndi va dic ta thong tin Webservice cta don vi;
dir liéu mau phuc vu kiém thtr cho NHNN.

- Budc 3: Thuc hién phdi hop kiém thir véi NHNN theo kich ban.

II. Chi tiét thuc hién

1. TCTD chii dong kiém soat 15i

- Kiém tra dinh dang tin dién: Pbi v6i mdi tin dién phan hdi cho NHNN, TCTD
can thuc hién kiém tra ddi chiéu dinh dang v&i1 cac schema tuong mg, dam bao két
qua dbi chiéu dinh dang 1a thanh cong. Cu thé: i) tin dién thong tin tai khoan dam bao
thanh toan (Collateral Account Information Message) dbi chiéu voi schema
col_acc_inf_msg.xsd; ii) tin dién thong tin sao ké tai khoan (Statement Account
Information Message) d6i chiéu véi schema sta_acc_inf_msg.xsd va iii) tin dién
thong bao (Notification Message) d6i chiéu voi schema not_msg.xsd. TCTD c6 thé
tham khao cach thirc kiém tra dinh dang tin dién tai file ma nguén béng ngodn ngilr
Java: XMLValidation.java.

Webservice ciia TCTD cén thwe hién kiém tra déi chiéu dinh dang véi tirng
tin dig¢n trwéc khi phan héi cho NHNN.

- Kiém tra chit ky: TCTD thyc hién ky s6 va xac thuc chir ky theo hudng dan tai
muc 6.Quy dinh vé ky $6 va xdc thuc tin dién thudc Tai liéu trao doi dir liéu hé théng
thu thdp théng tin trie tuyén. TCTD chi dong kiém tra giai thuat ctia don vi phat
trién c6 dap ung yéu cau cia NHNN nhu sau:

Quy trinh | Théng tin dau vao Két qua dau ra

Ky s6 - Chudi dem ky s6: abc CQ81i+znv2UZeTyUg67nhveNkhGD8kiiQKEm
- File Private Key: 7kEdsDSpCgbgu/BrVaa8TtH6tZ0pcGOW1QZ
cntttest.jks (Mat khau xdH0aF387sPyQmiKtghLzh5d50/hgbgRCVk
Private Key: changeit) RYJjOrpsaeviY0s4nOxYOATUAMpxxttv8b57

1D1Dp8INhx1UT7fFQE2pV1ZVZLCx/+Jwjt/J
OpmwbxP31AxpwxbpWaNdUsRrmPagWhnTAgW
ODAVwWIinyQtMCNc0/AgqgDzRgnThgE6TYGzC
gxgCSpKYDn3YJNK8y+23CW10wOptdZQfOpI
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kr9337DczCDMgAyxDRGAtmvEMSNMZ 8GGQJIY
ESrcWnalXKTeX4wm9rA9blah8rg==

Xac thuc | - Chudi xac thuc: Két qua | true
chir ky dau ra & bude ky s6

- File  Public Key:
cntttest.cer

- Kiém tra m3 hoa va giai mi tin dién (trong trudng hgp TCTD c¢6 nhu ciu ma
hoa ndi dung tin dién trong qua trinh trao d6i thong tin): TCTD thuc hién ma hda va
gidl ma tin dién theo hudng dan tai muc 7. Quy dinh vé md hoa tin dién thudc Tai licu
trao doi div liéu hé thong thu thdp théng tin truc tuyén. TCTD cha dong kiém tra giai
thuat ctia don vi phat trién c6 dap tng yéu cau cia NHNN nhu sau:

Quy trinh | Théng tin diu vao Két qua dau ra
Ma hoa - Chudi dem ma hda: abc YrfeDES5zxfcgMBMHQaRpPxr3KfShvnvs/jX

- File Public Key: cntttest.cer | dW/1Q0IBjIhK20a4uzr+gpYC0Gg+mseNrSOj
BgOYBhBTKKOuKFzZcsOCcprbpH3za2TRurqg
12FUWP+kZNoukzpnSrn/QTUvio6VPCcb0I3L
99FR8xUt04bxvOENTzHOI+a00g0z0iBolW7
Mda7Lcytuywsgr+hZJ3/ogB7UvBQHHEYRm1
9TI9WRW22hCAR+00/bCad20Bej2C2RgxLTyA
F7qjur9yTbJ6zEUNbutsTQAqJOJWKWi / 9Mo
+ZEui5KjjdRVX19+2zJIxH8kG3hs28TCAL2Iq
aCci0JpU/xx8Ua9VvE8tPwdX/9VulklLsWQ
00SX//Mhl++EW98v50m4TzE36Mu5pGKoCR

Gidi ma - Chudi dem giai ma: Két qua | abc
dau ra ¢ budc ma hoa.
- File Private Key:
cntttest.jks (Mat khau
Private Key: changeit)

(TCTD tham khao file Test.java dinh kem)
2. TCTD cung cap thong tin cho NHNN

- Chinh sach két ndi mang:
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+ TCTD su QI_mg két ndi mang WAN hién c6 dé trién khai hé théng thu thap
thong tin tryc tuyén. Thuc hién NAT dia chi may chu (may chu cung cap dich vu
Webservice cho NHNN) theo dai dia chi ma NHNN da cap cho don vi.

+ TCTD thiét lap chinh sach an ninh mang cta don vi dé cho phép may chu cia
NHNN (192.168.10.15) c6 thé truy xuét vao mdy chii cung cip dich vu Webservice
cua don vi.

- TCTD thuc hi¢n gtri thong tin dff:n dia chi email: thongtintructuyen@sbv.gov.vn
hotrotinhoc@sbv.gov.vn cac thong tin gom:

+ Thong tin két ndi va dir liéu kiém thr theo tai lidu
mau_cung_cap_thong_tin_kiem_thu.xIsx (cac truong dir li€u mau vang);
+ Tai liéu mo ta co ban vé Webservice;
+ File chira khoa cong khai (Public Key) ma don vi st dung cho chuong trinh.
3. Thure hién kiém thir véi NHNN
- TCTD gi email dén dja chi thongtintructuyen@sbv.gov.vn
hotrotinhoc@sbv.gov.vn dé nhan phan hoi vé lich kiém thir phan meém cua don vi.
Can ctr thoi gian kiém thir nhan dugc, don vi chu dong lién hé vd1 bd phan ho trg
theo danh sach duéi day dé thuc hién phoi hop kiém thir, cu thé:
+ Pbi v6i cac TCTD két ndi dén NHNN thong qua Chi Cuc CNTT: lién hé véi
Chi Cuc CNTT @¢ thuc hién két ndi mang, mo PORT va kiém thir phén mém;
+ Pbi v6i cac TCTD két ndi dén NHNN thong qua Cuc CNTT: lién hé véi Cuc
CNTT dé thuc hién két ndi mang, mé PORT va kiém thtr phan mém;

+ TCTD can chu dong hoan thanh két néi mang va mé PORT trudc thoi diém
kiém thir phan mém;

- Trong truong hop TCTD chua hoan thanh xong viéc kiém thir phan mém
theo ké hoach nhan duoc, don vi can théng nhét véi bod phan hd tro thoi gian kiém
thir pht hop dé khong anh huéng dén qua trinh kiém thtr phan mém cua cac don vi
khéc.

Thong tin b phan ho tro:

STT | B§ phan | Ngi dung | Can bd hé | Email Dién thoai
hé trg | hé trg tro

1 Chi Cyc | Két ndi Nguyén Thi | uyen.nguyento@sbv.gov.vn 02838223445
Cong mang va T6 Uyén (may 1€ 104)

2 ngAh@ _ m¢ PORT Nguyén duc.nguyenhoai@sbv.gov.vn 02838223445
thong tin Hoai Pic (méy 1& 104)

3 Kiém thir | Phan Hitu chi.phanhuu@sbv.gov.vn 02838223445
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phan mém | Chi (may 1¢ 133)
Ng6 Thi lien.ngongoc@shv.gov.vn 02838223445
Ngoc Lién (may 1¢ 141)
Cuc Két n6i Nguyén Vin | huan.nguyenvan@sbv.gov.vn | 0253.7756789
Cong mang va Huan (may 1¢é 1558)
ngh¢ | moPORT & van Binh | binh.leva@sbv.gov.vn 0253.7756789
thong tin (méy 1¢ 1452)
Kiém thir Ha Anh TU tu.haanh@sbv.gov.vn 0243.8345179
phan mém hoac
Théi Thanh | son.thaithanh@sbv.gov.vn 0253.7756789
Son (may 1& 1519)
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