Phu luc 01:
Huwéng dan doi twgng bao cao thyc hién kiém tra ket noi mang
dén may chi nhan bao cao ve Phong, chong rira tien cia NHNN
1. Muc dich
- Huéng dan cac doi tugng béo cdo (DTBC) mot s6 bude co ban dé kiem tra két
noi dén may chua nhan file bao cao cia Cuc PCRT;

- Chuan bi méi trueong tai PTBC phuc vu viéc b4o cdo biang hinh thac dién ti dén
Cuc PCRT, nhan théng béo tir Cuc PCRT, nham tun thu cac quy dinh tai Thong tu
09/2023/TT-NHNN ngay 28/07/2023 huéng dan thuc hién mot s diéu caa Luat
Phong, chéng ria tién (Thong tu 09) va cong vin sé 4878/TTGSNH5 ngay
31/10/2023 vé viéc huéng dan béo cdo giao dich chuyén tién dién tir, b4o cao giao
dich c6 gi4 tri 16n phai bao cao theo quy dinh tai Luat Phong, chdng rira tién 2022.

2. Thong tin may chi, giao thic gii/nhan
1.1. Thoéng tin may chu

- Bia chi IP: 202.58.245.98
- Port: 2222
- Thu muc Cuc PCRT nhan file bao céo: /upload

(day 1a thu muc Cuc PCRT cép cho cac PTBC, dé cac ddi twong béo céo giri bao
cao (CTR, DWT, EFT, AUR) hang ngay cho Cuc PCRT).

- Thu muc BTBC théng béao tir Cuc PCRT: /download

(day 1a thu muc Cuc PCRT cap cho cac DTBC, dé cac doi tugng béo cao nhan céc
théng béo tir Cuc PCRT lién quan dén loi, cac thong bao khac...).

1.2. Giao thac gai/nhan

- Viéc giri bao cao dén Cuc PCRT va nhan théng bao tir Cuc PCRT duoc thuc hién
qua giao thirc SFTP (Secure File Transfer Protocol).

- Cac DTBC c¢6 thé sir dung cac cong cu ¢6 san nhu ... hodc tu phét trién cho phu
hop véi DTBC.

3. Hwéng din kiém tra két noi

- Bué6c 1: Kiém tra IP tai may gui file tai cac d6i twong bao céo

Administrator:
Administrator:ipconfig /a

Windows IP Configuration

- Buéc 2: Xac dinh duong di tir nguon toi dich cua goi tin
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_ Yéu cau: ping thong dén méy chi 202.58.245.98, truong hop chura thong mang yéu
cau cong nghé thong tin tai cac doi twong bao cao kieém tra/cau hinh lai chinh sach
mang cuaa don vi minh, lién hé vai Cuc Cong nghé thong tin — NHNN dé phoi hop
thuc hién.

- Buéc 4: kiém tra chinh sach (mé Port)

C:\Users\Administrator»>telnet 282.58.24
Connecting To 282.58.245.98...Could not onnection to the host, on port 2222: Connect failed

C:\Users\Administrator:»

Yéu cau:

+ Chi thyc hién Budc 4 khi da hoan thanh Bwgc 3 (da thong mang tir may gui file
bé&o céo cua cac doi tuwong bao cao den may chu nhan file bao cdo cuia NHNN).

+ Telnet duoc dén may chu 202.58.245.98 port 2222, truong hop Telnet khong
thanh cong (hinh trén) yéu cau cong ngh¢ thdng tin tai cac doi tuegng bao cao lién hé
vai Cuc Cong nghé thdng tin — NHNN dé phoi hop thuc hién.

- Buéc 5: Gui cac nhan vé Cuc PCRT theo mdu sau dén dja chi Email gom:
anh.haiphi@sbv.gov.vn va ky.vuduy@sbv.gov.vn

Mau guri Xac nhan:

Ma& ngan
hang
(1) 2) @ @ O

Tén ngan hang Budc 3 | Buéc 4 | Bwocd
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01201001 | Ngan hang Cong thuong Viétnam | HT HT CHT

Trong do: , ,
(1): Ma ngan hang 8 so do NHNN cap cho cac TCTD (Théng tu
17/2015/TT-NHNN) ;
(2): Tén ngéan hang bao cao
(3): nhan hai gia tri: HT (da thong mang) hoac CHT (chua thong mang);
(4): nhan hai gia tri: HT (da2 mo Port) hoac CHT (chua ma Port);
(5): nhan hai gia tri: HT (da gwi x4c nhan) hoac CHT (chua gui xac
nhan).
Luuy:
(i) D& nghi cac PTBC thyc hién hoan thanh viéc kiém tra két noi mang dén may
chu nhan bao cao vé Phong, chong ria tien cia NHNN trudc ngay 26/2/2024.
(ii) Qué trinh trién khai thuc hién néu kho khin, vuéng mac xin lién hé:
+ Phong Cdng nghé thdng tin - Cuc Phong, chéng ria tién; Dién thoai: 024 3939
2252; Email: kythuat _pcrt@sbv.gov.vn

+ Pon vi hd trg két ndi mang khu vuc phia bac Cuc Cong nghé thdng tin; Bién
thoai: 024 3834 4881; 0904 236 362; Email: dung.nguyenduc@sbv.gov.vn (gap
anh Diling)

+ Pon vi hd tro két ndi mang khu vuc phia nam Chi Cuc Céng nghé thang tin;
bién thoai: 028 3822 3445 so 1é 118 (gap chi Uyén) hoac 208 (gap anh Hiép);
Email: uyen.nguyento@sbv.gov.vn; hiep.nquyenhuul@sbv.gov.vn
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e Phulgc02
Huwdéng dan két noi den may cha bang phan meém WinSCP

1. Muc dich

- Tai ligu nay huéng dan céc dbi tuong bao cdo (DTBC) sir dung phan mém
WinSCP dé két noi dén may chu nhan file bao cao.

- PTBC chu dong Download phan mém WinSCP, cai dit va su dung.
2. DUng WinSCP dé két néi dén may cha
Bwéc 1. Mé cong cu WInSCP va nhap cac théng tin theo hinh dudi sau d6 chon

Save ‘v
B, Login X
u}} New Site Session
File protocol:
Host name: Port number:
User name: Password:
0101602001S = essssessss |
Save ‘v Advanced... |w¥
Tools v Manage hd Close Help
’ Show Login dialog on startup and when the last session is closed
Stt | Trwong thong Gia tri
tin
1 | File protocol SFTP
2 | Hostname 202.58.245.98
3 | Port number 2222
4 | User name Tai khoan Cuc PCRT di cap cho PTBC (Phu lyc 01).
5 | Password Mat khau Cuc PCRT di cip cho PTBC (Phu lyc 01).

Buwdéc 2. Pat tén cho két ndi



Tai Site Name dit tén cho két ndi, vi du “BAOCAO PCRT” sau d6 chon OK theo

hinh duéi:
Y —

Left Mark Files Commands Tabs Options Right Help
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5] Documents - Documents B New Tab~

Transfer Settings Default -

z -

5

[E| My documents ~ [T~ [7] ~ e KR [E My docu ~ [T~ [F] - = an
F[a Log . New ~
C\Users\ pert.hoavd\Decuments\ |
g Session
Name size | | [ Newsite Changed
File protocol:
t b 2/19/2024 22207 PM
SFTP
Save session as site 7 X Portnumber:
. 2272 [&
Site name:
[saccac_peaT |
Folder:
[<none> ] i, [5]
Save password (not recommended)
[create desktop shartcut
Cancel Help
Tools - Manage ¥ S Close Help
[Ashow Login dialog on startup and when the last session is dosed
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Buéc 3. chon Site Name vira luu ¢ Bwéc 2 va chon
chu, chi tiét nhu hinh dudi:

I
Left Mark Files Commands Tabs Options Right Help

dé két ndi dén may

= Transfer Settings Default -2~
(3 Documents - Documents B New Tab~
| % My documents ~ [ ~ [7] EENAS % My docw ~ [+ [7] + EEeS
), Login - X |New~

| C\Users\pert.hoavd\Documents\

| Nome St G o Changed
B X Fie protocol:

| . e - b 21972008 222070M

TP

! Host name: Port number:

| 10.14.126.50 || 2222

1 User name: Password:
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Phan mém xuit hién thong bao nhu hinh dudi, thuc hién chon C="1
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Left Mark Files Commands Tabs Options Right Help

| BAOCAO_PCRT X M2 NewTab ~

| [ My documents ~ S -

| C\Users\perthoavd\Documents\

Name - Size Type

| Y
|®. Parent di

0Bof0Bin0of 0

Bwoc 4. Sau khi dang nhap thanh
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Wamning

Transfer Settings Default - Z-
@ § 4] My docu ~ [F ~ [F] ~ T 1
= e New +
? X
Continue connecting to an unknown server and add its Changed
host key to a cache? ft directory 2/19/2024 2:22:07 PM

The host key is not cached for this server:
10.14,126.50 (port 2222)

You have no guarantee that the server is the computer you think it is.

The ssh-ed25519 key fingerprint is:
55h-ed25519 255 ACQkWRXpWSTurld2kAAIPYIRHCSM22GVfbTHK/BI

If you trust this host, select Accept to add the key to WinSCP's cache and carry on
connecting.

If you want to carry on connecting just once, without adding the key to the cache,
select Connect Once

If you do not trust this host, select Cancel to abandon the connection.

Copy key fingerprints to cipboard

4hidden 0Bof0Bin0of 0

upload nhu hinh dudi

", Documents ~BAGCAC_PCRT - WinSCP

4hidden
Connecting...

cong, PTBC thay 2 thu muc download va

- o x
Local Mark Files Commands Tabs Options Remote Help
= 2 2 synchronize | [l & | [F Queue = Transfer Settings Default -3
M BAOCAOPCRT X B NewTab ~
[5] My documents ~ [~ [7] - EEAD [<rots = [T - [T~ @ 5 | L Find Files
New ~ New = [+ ¥
CAUsers\perthoavd\ Documents\ /
Neme Size Type Changed Neme Size  Changed Rights Owner
iE Parent directory  2/19/2024 222:07 PM E. V32024 10154AM  meaarx oot
download /204 10:1534AM  aaxrex 010160,
upload 1/31/2024 11:48:50 AM WP 010160.
0B of 0Bin0of 4hidden DB of0Binof2
SFTP-3 0:00:08

Trong do:

- Thu muc /upload dung cho DTBC gui file bao cdo dén Cuc PCRT trén may

chu;

- Thu muc /download dung cho BTBC nhan théng bao, file log tir Cuc PCRT

trén may chu.

Bwdc 5. Luu lai (Bookmark) thu muc Iuu file bdo cao cia BTBC thuc hién theo

hinh dudi day:



"El, C:\ - BAOCAO_PCRT - WinSCP - a X
Local Mark Files Commands Tabs Options Remote Help
9 2 1@ synchronize [ & | [F 3 Queve ~ | Transfer Settings Default S X3
B BAOCAOPCRT X MR NewTab v
[SPPRT PO i I ——— -l wpload v [Z [Tl v |+ w0 @S| [ FindFiles
3 Upload ~ ‘I" Open Directory/Bookmark...  Ctrl+O I; v Y New ~
. . J| '8 Add Path to Bookmarks CtrisB l a
Nome Size Type Changed Size Changed Rights Owner
lpp File folder 11/6/2023 2:43:46 PM R - 1312028 10:1534AM  rwarexrx root
baocao File folder 2/20/2024 3:53:19 PM
bien File folder 1/23/2024 2:02:17 PM
Import Files File folder 10/9/2022 12:19:48 PM
Perflogs File folder 8/25/2022 11:14:56 PM
PLSQLDevelopersB... File folder 11/28/2022 8:21:54 AM
Program Files File folder 11/28/2023 1:57:17 PM
Program Files (x86) File folder 11/6/2023 2:13:43 PM
Scripts File folder 1/17/2024 1:30:05 PM
Setup File folder 2/20/2024 3:45:49 PM
Tool DBA File folder 1/9/2024 405:19 PM
Users File folder 10/23/2023 4:15:04 PM
Windows File folder 2/15/2024 3:52:19 AM
] NewCypher.tt 8KB  Text Document 10/10/2022 9:24:29 AM
lewCypherOneline.tt 8KB Text Document 10/10/2022 9:27:54 AM
tandalone.tar.gz 1,44721.. WinRAR archive 11/27/2023 11:01:42 AM
sbv-aml-master.zip 205213KB  WinRAR ZIP archive  10/10/2022 8:51:18 AM
HBvenvaip 12386KB  WinRAR ZIP archive  10/10/2022 9:36:55 AM
08B0f1.58GBin 0 of 18 6hidden 0B of 0Bin0of 0
SFTP-3 [AY 0010
Y
Local Mark Files Commands Tabs Options Remote Help
= 2 @ synchronize [l = ¥ Queue ~ | Transfer Settings Default - Z-
B BAOCAOPCRT X B NewTob ~
“localDisk v [~ [F] v [ 4=~ ) upload <+ [T [T~ e~ 2 [a @ Q| [ FindFiles
# Upload ~ X /) [ Properties ~ New = | [+ \4 New «
(8 = _ o - " .
~ pen directory ? X
Name Size Type jize Changed Rights Owner
app File folder S o 173172024 10:15:34 AM T X root
baocao File folder [ bl ] Boweee
bien File folder Site bookmarks  Shared bookmarks.
Import Files File folder
Perflogs File folder
PLSQL.Developer.v8.... File folder
Program Files File folder
Program Files (x26) File folder
Scripts File folder
Setup File folder
Tool_DBA File folder w
Users File folder Down
Windows File folder
NewCypher.tt 8KE  Text Document
NewCypherOneline.bt 8KB Text Document Location Profies... o Cancel Help.
-nﬂ»sn»dllene.llv.gx 1,447.21..  WinRAR archive TI2ZI72023 TTUTAZ AW
B bv-ami-masterzip  205213KB  WinRAR ZIP archive  10/10/2022 &:51:18 AM
BB venvaip 12,386KB  WinRAR ZIP archive  10/10/2022 9:36:55 AM
0Bof 1.58GBin 0of 18 6hidden 0B of 0Bin0of 0
SFTP-3 . 0:03:51

Tai Open directory luu dudng dan luu file bdo céo cua DPTBC sau ddy nhan vao

Bwoc 6. Gri file bdo céo
DTBC chon file can béo cao, giir chudt trai dé kéo (di) sang thu myc ./upload va

[

bim vao dé guri béo c4o, tham khao hinh dudi.
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= I i@ synchronize B o | Queue = | Transfer Settings Defoult Z-
W BAOCAOPCRT X B NewTab ~
. Cloaabisk  ~[F [T~ [~ 24 O pload  + [T vl WD B Findfies
Hew - v New =
Ci\bsocack fupload/
Name. Ske Type Changed Name Size Changed Rights Owner
L. Parent directot y 2/20/2024 3:54:17 PM i . 173172024 10:15:34 AM r-ar-x.
01203001 20231226_..  230KB Text Document 2R ASTIOPML 1l
Upload X
Upload file '01203001_20231226_CTR_GLD_296.TXT to remote directory:
Transfer setsngs
Trarsfer type: Beary
[ Transfer in badsground (add to transfer queue)
Transfer settngs... v o ]| coen Help

4100 not show this dalog box agein

—

0Bef0Bin0of O

289 KB of 289KBin 1 of 1

[ CER ootss

Truong hop nhan log va thong béo khéc tir Cuc PCRT, BTBC chuyén dén thu
muc ./download trén may chu, chon file can tai vé gitr chudt trai de kéo (di) sang thu

muc trén may tram, sau d6 bim vao OK == == =



