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V/v Hudéng din
phat hién thu dién tir gid mao

Ha Ngi, ngay 2§ thang 7 ndm 2013

Kinh gui:
- Cac Vy, Cuc, Pon vi tryc thude Ngin hang Nha nuéc;
- Céc NHNN chi nhénh tinh, thanh phé.

Theo théng bdo cta Trung tim Ung ctru khédn cip méy tinh Viét Nam
(VNCERT), gin day xuit hién cac tru.'(mg hgp phét tan thu dién tir mao danh co
quan nha nudce, cd nhan ¢é uy tin nhim tung cac thdng tin ¢6 ndi dung sai tréi,
mdt sb thu gia mao con chia ma dbc 4 an trong cac tép tin dinh kém dudi dang pdf,
doc, exe, gdy mét an toan thdng tin néu ngudi nhin thu vé tinh md cac tep tin
ndy. P& phat hién thu dién t gia mao, Cuc Céng nghé tin hoc (CNTH) d& nghi
Quy Don vi pho bién, huéng din cho ngudi sir dung thu dién tir thuc hién theo
tai liéu “Hudng din phat hién thu gia mao”. Tai lidu “Hudng dan phat hién thu
gia mao” dugc ding tai Website NHNN http://sbv.gov.vn, chuyén muc: Cdc hoat
dong khdc cua NHTW -> Cong nghé théng tin — Truyén théng -> Hé tro ky thudt.

Trong qué trinh thuc hién, néu cé vudng méc dé nghi Quy Pon vi lién hé
B phan hé tro k¥ thuit - Cuc CNTH theo sb dién thoai 04.32595986, IP Phone
04.8888 hodc thur dién tir jtdb_service@sbv.gov.vn dé dugc huéng din.

Tréan trong cam on./p-

Noi nhin:
- Nhur trén;
- Chi Cyc d& thyc hién;
- Céc phong ban dé thyc hién;
- Luu CNTHS, CNTH.
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I. MUC PiCH:

Tai ligu nay duoc x&y dung nhidm hwéng din can b cha cac Vy, Cuc, Pon vi truc
thuéc Ngan hang Nha nudc va céc Ngan hang Nha nudc chi nhanh tinh, thanh phé phong
va phat hién thu dién tir gid mao.

II. NQI DUNG HUONG DAN:

1. DPINH DANG CUA MQT THU DIEN TU.

Mot thu dién tir bao gdm 2 thanh phén chinh la:

Phén diu thw (Message Header): bao gdm mdt sb cac trudng thdng tin co ban
sau:

From: Dia chi hom thu ngwdi giri.

To: Dia chi hom thu ngwdi nhin.

Return-Path: dia chi hom thu s& nhén thu tra lai trong trdng hop thu gui khéng
di dugc. Truong nay 13 duge may cha thu dién tir ty dong chén vao phén dau thu,

do d6 Ké Tin Tac khong thé sira dbi truong thong tin niy. Mét thw dién tir chic
chin bi gid mao néu treong Return-Path khdc trwedng From.

Reply-To: dia chi hom thu s& nhan thu tra 181 cla ngwdi nhin tra 161 lai thu cua
ngwoi giri.

Received: trudng nay gdm nhiéu gié tri, mdi gi tri trén mot dong cho biét thu dién
tr duge nhan tir may chi ndo giri dén va may chi nao nhén thu dién tr ndy. Thir tu
chuyén thi dién tir gilra cac may chi duoc liét ké tir dudi 1én trén. Do d6, gia tri
Recelved trén cing cia Phin diu thu cho biét thong tin may chu thu dién tir nhén

cudi cling va gi4 tri Received dwdi cling ctia Phin dAu thu 13 cho biét thong tin
may chu thu dién tir cia ngudi giri.

Vi du:
Received: from smipl.s.gov.vn (10.1.1.16) by s.gov.vn (10.1.1.15)

with Microsoft SMTP Server (TLS) id 14.1.355.2; Wed, 17 Jul 2013 01:05:14
+0700
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Received: from em-sj-81.mktomail.com ({199.15.215.81]) by smipl.sbv.gov.vn
with ESMTP; 17 Jul 2013 01:05:12 +0700

D6i voi phin dau thu nhu vi dy trén thi [199.15.215.81] la dia chi IP méy chu thu
dién tir ngudi giri va tai thoi diém nay thu dién tr duge nhén bdi may chi thu dién tir
smtpl.sbv.gov.vn c¢6 dia chi IP 10.1.1.16.

- Subject: tidu dé thu.
- Attachment: céc tép tin dugc ngudi glri dinh kém theo thu dién tir.
o Phén ndi dung thu (Message Body): 1a ndi dung clia thu dién tir.

Tuy nhién, trong ché d§ hién thi théng thudng clia mot s6 trinh gt va nhén thu
dién ti, ngwdi nhan thu chi thiy cAc théng tin: From, To, Subject, Message Body,
Attachment.

2. PHUONG PHAP PHAT HIEN THU DIEN TU GIA MAO.
Qua phén tich cac thu dién tir gia mao trong thoi gian vira qua, ¢6 2 diu hiéu chinh
dé phat hién thu gia mao bang cich xem Phan déu thw ctia mét thu dién tir:
- Gia tri truong From va Return-Path khiac nhau: K¢ Tin Téc thay truong From
béng dia chi hdm thu cia ngudi cén gia mao.
- Dia chi IP méy' chii thw dién ti clia ngwoi giri khi kiém tra qua website
http://whois.domaintools.com thi dja chi IP may chii thw dién tir ciia ngwoi giri
(OrgName/org-name) khong phai 12 tb chirc ciia ngwdi giri (From).

Ngoai ra 2 dau hiéu chinh trén Ngudi nhan can kiém tra cén thén:

- Gi4 tri trudmg Reply-To: Ké Tin Tic ¢6 thé thiét 13p truomg Reply-To bang dia chi
hom thu cia Ké Tin Téc. Khi 36 Reply-To s€ khiac From, Return-Path.

- K¢ Tin Tic tao va st dung mét dia chi hom thu ngudi giri gan giong véi dia chi
hom thu cia ngudi can gia mao.

Vidu:

- Dia chi hom thu Ké Tin Tic 1a KeTinTac@gmail.com

- Dia chi hom thu ngudi cin gia mao 1a BiGiaMao@sbv.gov.vn

- Pia chi hom thu ngudi nhén 1a BiLua@sbv.gov.vn
P ]
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- Dia chi IP mdy chi guri thu dién tir ngudi glri (Ké Tin Tic) 12 188.158.9.23, kiém
tra trén http://whois.domaintools.com thi dia chi IP ndy 1a cta té chirc Neda
Gostar Saba Data Transfer Company Private Joint Stock, khong phai cua
Ngén hang Nha nwéc Viét Nam.

Khi d6 Ké Tin Tac béng cach nao d6 s& thyc hién giri mot thw dién tir ¢ Phin diu
thu ¢6 ndi dung sau:

Received: from HQ-EXCH02.SBV.VN (10.1.3.16) by HQ-EXCHOI.SBV.VN (10.1.3.15)
with Microsoft SMTP Server (TLS) id14.1.355.2; Tue 16 Jul 2013 16:55:39 +0700

Received: ﬁom mazlmth] sbv.gov.vn (10.1.3.24) by HQ-EXCHO2.SBV.VN (10.1.3.1 6)
with Mcrosoﬁ SMTP Server zd 14 ] 355 2; Tue 16 Jul 2013 16:55:38 +0700

Release 8 3. ]FP4) wzth ESMTP id 201 307] 6] 6553829—] ] 195 T ue, ] 6 Jul 2013
16:55:38 +0700

Received: from unknown (HELO [1 88.158.9.23]) ([188.158.9.23]) by smipl.sbv.gov.vn
With ESMTP ]6Jul 2013 16:55:34 0700

Recezved ﬁom I 88 158.9. 23 (HELQ sbv, gov.vn) by sbv.gov. vn (i CommumGate Pro
'SMTP 5.2. 3) with ESMTPA id 692796901 Tue, 16 Jul 2013 13: 30: 11 +0330

Return-Path: KeTinTac@email.com

From: BiGiaMao@sbv. gov.vn

Reply-To: BiGiaMao@sbv.gov.vn

To: BiLua@sb:v.gov.vn

Subject: Em oi password thé ATM Péng A, Em méi dbi la ginhi?
3. HUONG DAN XEM PHAN PAU THU CUA MQT THU BIEN TU,

Chii y: Nén copy Phén diu thu vao tep tin Notepad/Wordpad/Word dé xem va tim
kiém cac truong théng tin mdt cach dé dang va nhanh chéng,

3.1. DGi véi Microsoft Outlook 2007 va cac phién bian méi hon.

- Nhép dup chudt vao thu dién tir cin xem Phin diu thu, ctra sb thu dién tir xudt
hién. Nhép chon Options nhu hinh v&:
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Fit: DE 90 56 5073/NHNN TCCR ngay 16/7/2013 v/ tuyén sinh can b3 di daa ta0 53l dai hoe & nuée ngod nam 2014

From: CA (CHTH] - Gui nhan van ban
To: Vu Quang Quan [CNTH)
Cc

Subject: P DE 506 _ 38 SOT3/NHNN_TCCE ngdy 16/7/2013 wiv tuyén sinh cin bd & dda tao sau dai hoc dedic ngod nim 2014

& sagm E @906 tuyen siﬂh gan b'd.dl tﬁao t;n ;au dalhoco nunc ﬁéoai.ﬁ(ﬂ [128KB}

i,g

K.¢ Quin téng hop danh sich.
Nhan chuot vae mm ten
-J_- T

Thanks & Best regards!

Phong An ninh bdo mdt vé chi iy st
Email: cnth8@sbyv.gov.vn
Cuc Cong nghé tin hoc © Ngdn hang Nha mbe Vidt Nam

- Ctra sb Message Options xuft hién, gi4 tri muc Internet Headers 13 noi dung
Phan déu thu.

Messape Oplions

§ ﬁncrym tessage contents and attachreris
i T el &gﬁ:&% sigrature to oubaoing rmess.ac:
U Racuuest SAIME recmpt For this message

s vegegt For this W%m
‘Request & mex:i prceipt for this mes seae
| Delivery options

% Fonoe rapliag sent 1o

{JExpires after: tione : o P iznn A

[ Cotegories ]
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3.2. Pbi véi webmail ciia SBV

- Nhip dup chudt vao thu dién tir cin xem Phén diu thu, cira s6 thu dién tr xut
hién. Nhip chon nhu hinh duéi:

Haep the cuza basn gaon disy.  Yozilla Firefox

Microsoft Outiook ¢

Dén: Ngo Hoang Quyen Wy [CNTH]

23 Thing Bly 1310 A |

» Thu ndy d& dugc gli vdi tim quan trong Cao,

- Cira sb Chi Tiét Thw xuft hién, gi4 tri muc PAu @& Thw Internet 13 noi dung

Phén diu thu. Cha y nén copy ndi dung nay vao tép Notepad/Wordpad/Word dé
xem va tim kiém céc trirong thong tin cho dé& va nhanh.
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Chi tiét Thu X

Thiét dit Thy

Ni_‘)i' dung

Quan trong: Cao  Phin dhu the |

Bé nhay:  Thudng
Dau d& Thl_? Internet

3.3. Doi véi Gmail.
- Nhép dip chudt vao thu dién tir cAn xem Phén diu thw, nhip chon Hién thij thw
gbc hoic Show Original nhu hinh duéi. Cira sb noi dung Phin ddu thu s& xuit
hién.

et U
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I Inbox {58

Stamed Welcome to the new Gmall inbox
e R . . % Miy Bay:
important Y s ik D W
S':: . !;ail 4 Genaft Team <mail-noreply@google com> 8:59 AM 5 minutes ago) B ;’9 gﬁ:g;{ -'
{ b -
Dl‘ﬂﬁS m QM v - Reply glgarl o~ l&
» Circles " Foveard g;::ii;e (3
Personal _ ) Fiter messages like this
Travel . Pt Chy dién t
o - Add Brmail Team to Contacts list E:Ian:fgudfﬂ';‘
CAle- - Delete this message wwse chatsd
: ‘ Repor spam
Iry now \ . on i:
Unat_le to reach ‘ g;ﬂ:ﬂ Ehﬂ:l’lg I Get oreat rale
Groail. Plesse chack L oagm: address. Mail .
your intemet Message loxt garbled? " iom :
connection of Translste message USAbox.com

3.4. Dbi véi Yahoo.

Nhap chon thu dién t cin xem Phén dAu thu, nhap chon Thae tic -> Xem tiéu dé
day i nhu hinh duéi. Cira sé ndi dung Phan déu thu s& xuit hién,
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\.tr@ T, el yehoocomingn faunch? rardslpingidini#ruad S

= YAHOO! MALL

|4 e

Tim kiérn weh E RIS

WOPTHUBEN  DAMRBA  LICH  Bintnwindin.. - YshooMitkhéu.. SEHUTIERLUENS

r" Yt thiy F] CatRE 7 Cturgeys - ‘“ HITEEN ﬂ'ihama(g

tigp thi den (78) » Ghueng trinh Bong Sen Vang hep tie v...  trGoldeniots PlusE  InThur. p A
The abap {16) 3
B4 g Binh dau B4 foc K 3
The rd¢ (67) £ranh dju Chua doc Shift+K I

4 L
Thiing rée Barh dau sj::u ¢
Birdc 2 | %62 fénh dau sao Shit+L it

*THY MYC * . -

* MESSENGER oM et g 5 . s '
" twa o ¢ Céi bng mé ngdn ngt... ,

Thiim Ny giri vao Danh ba Shifl+A

Areace Nonlad — _

4. Bao c4o khi nhin dwoe thw dién tir gia mao.

Khi nhan duge thu gia mao (hodc nghi ngd gia mao), d& nghi ngudi nhan gii thw
gia mao dwéi dang tép tin dinh kém t6i itdb_service@sbv.gov.vn va theo miu
sau:

Tiéu dé thu: Bao cdo thu gia mao
Noi dung thu:
Bao cao thu gia mao.
- Ténngudi gli: Nguyén Vin A
- Ponvi: ...
- S dién thoai lién hé: 09xxxxxxx

4.1. Déi véi Microsoft Outlook 2007 va cdc phién ban méi hon.
- Nhép dip chudt thu cén giti dudi dang dinh kém, cira sé thu dién tir xuat hién.
Nhép chon Other Actions -> Forward as Attachment nhu hinh duoi:

m
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Edit Message

- ' | Recall This Message... : Sent: Tue 7/23/2013 1:00 AM
(Tor 7 NgoHoang{Budc2 |. | Resend This Message...
2 | . g
. Subject:

e T ey 7 S U A

- View Spurce

i View in Browser

<
£
&
=3
[ca ]
=1
[T
=
=
b=
=
S
2
=

- Cira sb giri thw dudi dang dinh kém xuét hién;

’ L : I .To,,.. f|ltdb_:m-vl:=@ms;v.gnv.v.nl .
;_g:d L—EE;J

Subject: Bio cho thu gld maa |
attachecd: W
i T N :

Bao cao thir gia mao.
- Tén ngudi giri: Nguyén Van A4
- Domn vi: NENN CN .

-~ SO dién thoai lién hé: 09 crocees
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4.2. Doi voi webmail cia SBV.
- Nhap chuét phai vao thu cin giri duéi dang dinh kém, nhép chon Chuyén tiép duoi
dang Phén dinh kém nhu hinh duéi:

-'-' https:fimal.sbwv. gaw vn,fm.f _

wrr mwmm f_"[ mmﬁ:naot&m end mm_ame., i?3 Bai 1: Greetin

eF i

Thu » Inbox 1153 MMud

M~ Mod ~  Chuyén - B:;: loc »  Xem -

used. AtS10 MByou | T kidn Todn o Mop ey P .

won't be abte ttf send '_“a;!' Cac cude héi thaoai bAi Ngdy ~ Méi nhdtd Teen cing
Harm nay

# LIz thich & o H8 trog kifm tra cii 5t may
Inbosx | Le Ngoc Tho (CNTH)
= -

i | aﬁp t:‘“l’%? B dép
icroso
="

H& Fap Tt ¢4

- Moo Hoang Quyen Wi
o G231 mbox. -
3 Oratts [61

v (2) Sentltemns
& Deleted ems (T

TUarn Truf;‘%3 Chuy&n tiép
v Bio ch
nin 241C

b a Nhér hé Eﬁ 2anh c;jau 1a Chuas doc
Nguyen & Too Quytic.

| Chuyén tifp dudi dang Phan dinh kém |

0@ Junk E-Mail (6] Y= ) :
X SCAVN! @ E-mail Réc *
bad MNotes @% Hiep, Tr‘ n¢ : ‘
= Thu . fvd@iosnok o L

- Cira s giri thr dudi dang dinh kém xuét hién:

M
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vi;;a—v;'Qaqul;-scAEivaDGdadexs ﬁ:‘i}
Sl bl B ew B3 R Y 8 @GR Tuy chon. HTML

[22=1 [ itdb_ser\rice@sbv.gov.vn_l

N S ol sl

Tigu &&: Ijéo clo thu gid mao j o

Binh kém B

B Hép thur <da ban aBn dhy.
[Heivetica 7 ¥iio wl s = u

.
i

11t

Béao cao thw gid mao. )
- Tén ngwdi giri: Nauyén vEn A
- Do wviz ...

- Sé dién thoai lién h&: 09xxxxxxx

Done . - T L ) . i ﬂ
. i et i i e -

4.3. Pbi véi Gmail va Yahoo.

Thyc hién 14y phin diu thu nhu muc 3.3 va 3.4 sau d6 copy noi dung phén d3u thu
ra tap tin Notepad/W, ordpad/Word, rbi gui dinh kém theo thu dién tir theo mau & trén.
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